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Preface
Thanks for choosing King Pigeon Multiple-Protocol I0OT Gateway BL110. Reading this manual with
full attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by King Pigeon Communication Co., Ltd. No one is authorized to copy,
distribute or forward any part of this document without written approval of King Pigeon. Any violation
will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the described
device BL110 is under continuous improvement, this manual may be updated or revised from time to
time without prior notice. This Multiple-Protocol Gateway is mainly used for industrial data
transmission over Ethernet or 4G network. Please follow the instructions in the manual. Any damages
caused by wrong operation will be beyond warranty.

Revision History

Revision Date Version Description Owner
Aug 10, 2021 V1.0 Initial Release HYQ
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1 Product Introduction

1.1 General Introduction

Developed on Linux system, BL110 is a robust and cost-effective Multiple-Protocol IOT gateway with
high stability. It has 1 RS232, 3 RS485, 1 CAN, 2 RJ45 (1WAN & 1LAN), 2 USB, 2 Power Input
interfaces and 1 SIM Card Slot. Network can be connected via 4G or Ethernet to achieve high speed
and low latency of data transmission.

In downlink, it supports various PLC protocols, Modbus RTU Master, Modbus TCP Master, DL/T645,
IEC101, IEC104, BACnet IP and BACnet MS/TP protocols

In uplink, it supports Modbus TCP, MQTT, OPC UA, BACnet IP, HUAWEI Cloud, Alibaba Cloud, AWS
Cloud, ThingsBoard Cloud and King Pigeon Cloud. Users can connect it to various clouds as well as
SCADA, OPC UA, MES, BAS and other master computers for data processing. It can be online in
different clouds and master systems simultaneously.

With TSL/SSL data encryption and routing function, it can be used to provide internet access for other
devices with cyber security. More devices can be connected to it with cascaded switch for data
processing. Due to complete functions and industrial grade quality, it can be used in many application

areas.
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1.2 Application lllustration

BL110 Application Diagram

O M D o= Ty R
KPIOT Cloud HLIWEIIChud AW? Alibaba C].bud Thhgsﬁua_rd Cloud Modbus Server

A
A

4G/ Ethglet MNetwork

A

>>> “BZHPC UA

G i—_

Serial Port Device Ethernet Port Device Smart Meter BACnet Device PLC

1.3 Packing List

Before connecting BL110 gateway, please make sure below items are included in the package:
(Pictures are for reference only. Follow actual items.)
® 1XBL110 Gateway

Page 8 of 117 King Pigeon Communication Co., Ltd V1.0
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® 1x4PIN 3.5mm wiring terminal for power input

® 1x 485 or 232 12PIN 3.5mm wiring terminal

® 1 x4G SMA cellular network antenna

® 2 x wall-mounting clip kit

® 1 x DIN-Rail mounting clip kit

Page 9 of 117 King Pigeon Communication Co., Ltd
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w

® 1 x User Manual (PDF Soft copy)
® 1 x SIM Card Picking PIN

® 1 x Product Qualification Certificate

® 1 x Warranty Card

T

Note: If any of above items are missing, please contact King Pigeon Sales team.
1.4 Features

» Downlink supports: various PLC protocols, Modbus RTU Master, Modbus TCP Master, DL/T645,
IEC101, IEC104, BACnet IP, BACnet MS/TP, etc.

» Uplink supports: Modbus TCP, MQTT, OPC UA, BACnet IP, HUAWEI Cloud, Alibaba Cloud, AWS
Cloud, ThingsBoard Cloud, King Pigeon Cloud, etc.

» DC 9-36V power supply with terminal wiring. 2 channels of redundancy power input with reverse
wiring prevention protection design, either channel can be used.

» 1RS232, 3 RS485 (Can be RS232 if required).

Page 10 of 117 King Pigeon Communication Co., Ltd V1.0
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» Serial port baud rate supports 2400bps-115200bps; Stop bit supports 1, 2; Data bit supports 7, 8;
Parity bit supports None, Odd, Even.

» 2 RJ45 Ethernet ports, 1WAN+1LAN. Data of equipment connected to LAN, WAN or cascade
switch can be collected. Both network link and rate indicators are available. Built-in isolation
transformer for up to 2KV electromagnetic insulation.

» Support TSL\SSL data encryption for security.

»  Support routing function.

» Support 4G network with APN setting; Ethernet network will be firstly used if it's available, if
Ethernet is disconnected, it will shift to 4G network automatically.

» Support Modbus RTU to Modbus TCP, transparent transmission.

» Support RESET button with function of returning to factory setting to prevent wrong parameter
setting (long press RESET until RUN indicator is off).

» Support hardware and software watchdog with high reliability.

» Metal case with IP30 protection grade, safely isolated from inner system, especially suitable for
industrial control application.

» Compact size: 109mm*31mm*145mm, support wall-mounting and DIN Rail mounting.

1.5 Technical Parameter

Category Item Description
Processor ARMS9, clock speed 300Mhz
System Storage 128MB(can be extended to 1G)
Flash Memory 64MB
Input Voltage DC 9~36V
Power Supply | Power Consumption Normal: 115mA@12V, Max: 168mA@12V.
Wiring Support reverse wiring prevention protection
Spec 2 x RJ45, 10/100Mbps, adaptive MDI/MDIX
Ethernet Port ESD £16kV (contact), £18kV (air);
Protection EFT 40A (5/50ns);
Thunder strike 6A (8/20us)
QTY 3x RS485/(optional RS232)+1xRS232
_ Baud Rate 2400bps-115200bps
Serial Port
Data Bit 7.8
Parity Bit None, Even, Odd
Page 11 of 117 King Pigeon Communication Co., Ltd V1.0
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Stop Bit 1,2
_ ESD 18kV (contact), £15kV (air);
Protection
EFT 2KV, 40A (5/50ns)
CAN Port Reserved for future development
QTY 1
SIM Card Slot | Spec Drawer type, support 1.8V/3V SIM/UIM card(NANO)
Protection Built-in 15KV ESD protection
QTY 1*Firmware Upgrading+1*Program Debugging
USB Port Spec Micro USB OTG
Protection Over-Current Protection
Antenna QTY 1
Antenna Type SMA Hole
GSM/EDGE:900,1800MHz
_ WCDMA:B1,B5,B8
L-E Version
FDD-LTE:B1,B3,B5,B7,B8,B20
TDD-LTE:B38,B40,B41
GSM/EDGE:900,1800MHz
WCDMA:B1,B8
L-CE Version TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
4G TDD-LTE:B38,B39,B40,B41
(Optional) _ WCDMA:B2,B4,B5
L-A Version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8
L-AU Version
FDD-LTE:B1,B3,B4,B5,B7,B8,B28
TDD-LTE:B40
WCDMA:B2,B4,B5
L-AF Version
FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71
GSM:900,1800
CAT-1 Version FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41
Antenna QTY 1
Antenna Type SMA Hole
GPS . e
) Tracking Sensitivity >-148 dBm
(Optional)
Flat Position Precision | 2.5m
Protocol NMEA-0183 V2.3
) Stead on when powered on,
RUN Indicator ] o ) ) )
Indicator flickering if running, off if not running
ALARM Indicator Stead on if alarm is triggered, off if alarm is recovered
Page 12 of 117 King Pigeon Communication Co., Ltd V1.0
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NET Indicator

Flickering if Ethernet is used, stead on if 4G is used, off
if no network communication

TXD Indicator

Flickering if it's transmitting data, off if no data
transmission

RXD Indicator

Flickering if it's receiving data, off if no data receiving

GPS Indicator

Flickering if GPS signal is received, off if no signal

4G Indicator

Weak signal (0-14), 1 indicator is on
Intermediate signal (14-22), 2 indicators are on
Strong signal (22-31), 3 indicators are on

Internet Protocol

IPV4, TCP/UDP, DHCP, DNS, etc

IP Retrieving Static IP/DHCP
Data Service Support transparent transmission
DNS Support Domain Name resolution
Software ] _ PC software configuration, support WIN XP, WIN 7,
Configuration
WIN 8 & WIN 10
Network Cache Transmitting: 8Kbyte; Receiving: 8Kbyte
Login Package Support custom login package
Heartbeat Package Support custom heartbeat package
MTBF 2100,000 hours
EN 55022: 2006/A1: 2007 (CE &RE) Class B
IEC 61000-4-2 (ESD) Level 4
IEC 61000-4-3 (RS) Level 4
Safety EMC IEC 61000-4-4 (EFT) Level 4
IEC 61000-4-5 (Surge)Level 3
IEC 61000-4-6 (CS)Level 4
IEC 61000-4-8 (M/S) Level 4
Others CE, FCC
Environment Working -40~80°C, 5~95% RH
Storage -40~85C, 5~95% RH
Case Material Metal Case
Size 109mmx31mmx145mm(L*W*H)
Others Protection Grade IP30
Net Weight 4709
Mounting Wall-mounting/DIN Rail Mounting

1.6 Model Selection
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COM (Default RS485)
Model | WAN | LAN | CAN com1 OPC-UA | 4G GPS
(can be RS232 if required)
BL110 1 1 1 RS232 3 x V| Optional
BL110E 1 1 1 RS232 3 x x
BL110UA 1 1 1 RS232 3 \ x x
BL110Pro 1 1 1 RS232 3 \ \ | Optional

Note: COM1 is RS232, 3 COM ports are RS485(Can be RS232 if required)

1.7 Supported Protocols

Downlink supported protocols

Brand Connecting Interface Protocol Testing Status
COM Port Standard Modbus RTU OK
Modbus
Ethernet Port Standard Modbus TCP/IP OK
S7-200 full series PLC OK
COM Port
S7-200SMART full series PLC OK
S7-200SMART full series PLC OK
Siemens S7-300 full series PLC OK
Ethernet Port S7-400 full series PLC OK
S7-1200 full series PLC OK
S7-1500 full series PLC OK
FX1S series, FX2N series OK
COM Port ] _
Mitsubishi FX3S series, FX3U series
Ethernet Port Q series Ongoing
COM Port Ongoing
OMRON
Ethernet Port CJ/CS/CP/CP1H/CP1L series Ongoing
Delta COM Port DVP series Ongoing
FATEK COM Port FB series Ongoing
AB COM Port DF1 protocol Ongoing
) COM Port full series Ongoing
Schneider - -
Ethernet Port full series Ongoing
XINJIE COM Port XCseries Ongoing
ABB AC500series To be started
Emerson To be started
Hitachi To be started
Keyence KVseries To be started
KOYO Kseries To be started
LG To be started
VIGOR To be started
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Smart COM Port DLT645-2007 OK
Meter Ethernet Port IEC101. IEC104 Ongoing
COM Port Ongoing

BACnet -
Ethernet Port Ongoing

If your PLC is included in above table, please contact King Pigeon after-sale service team.

Uplink Supported Protocols

Protocol

Description

Transparent Transmission

Only support COM port transparent transmission

Modbus RTU to Modbus TCP

Yes, support Modbus RTU to Modbus TCP

Modbus TCP

Can only be server with Ethernet port communication

OPC UA

Can only be Modbus TCP server with Ethernet port communication

Custom MQTT

Currently only support “King Pigeon” & “thingsboard”JSON data
format, others are under development

HUAWEI Cloud Support Private Key /Certificate connection to HUAWEI Cloud
AWS Cloud Yes, suppport AWS Cloud
Alibaba Cloud Support Private Key /Certificate connection to Alibaba Cloud

ThingsBoard Cloud

Yes, support ThingsBoard cloud,Select ThingsBoard data module
in custom MQTT

Modbus RTU Yes, support Modbus RTU, configure it in King Pigeon Modbus
King Pigeon Cloud Yes, support King Pigeon Cloud, configure Modbus RTU/MQTT
BACnet IP Under development
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2 Hardware Introduction

2.1 Outline Dimension

Unit: mm

miim ll'lgi M5k lneed o fa
a

0

g

|

B g

Side View (right) | — |
ooneooononnengl =

Bottom View

2.2 Power Interface

Vi V1-V2+ V2-

orr o [ 111

DC IN 9~36Y SIM  DOWNLOAD DEBUG

2 channels of 9~36VDC power input with reverse connection protection
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2.3 COM1 Port

Vi Vi-V2+ V2-

OFf_ ON EI:'T_T—TT @ \ _I

DC IN 9-386V

COM!1 is fixed RS232 interface

2.4 SIM Card Slot

SimM [OWNLOAD DEBUG

Before placing SIM card, make sure device is powered off. Use the SIM card picking PIN to press the
slot and take out the tray, place the SIM card and push back the tray with SIM card.
Note: make sure device is placed flatly like above picture when inserting or removing SIM card

2.5 Debugging & Firmware Upgrading USB Interface

Vi+Vi-Va2+ Va-

off on I T.

SIM  |DOWNLOAD DEBUG

DEBUG is program debugging port, DOWNLOAD is firmware upgrading interface
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2.6 Earthing Interface

SiM

DOWNLOAD

;.

DEBLG

Before connecting Gateway device BL110, make sure it's grounded with grounding screw to prevent

electromagnetic interference.

2.7 4G & GPS Antenna Interface

Connecting 4G Antenna

Connecting GPS Antenna

2.8 LED Indicator

LED Indicator Introduction
ltem Status Description
_ ) Flickering Device is running normally

RUN Device Running —

Off Device is in faulty

Stead on Alarm is triggered
ALARM Alarm

Off No alarm
NET Ethernet/4G Flickering Ethernet network is working

Communication Stead on 4G network is working
Page 18 of 117 King Pigeon Communication Co., Ltd V1.0
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Off No Ethernet or 4G network
o Flickering Data is transmitted
TX Data transmitting —
Off No data transmitting
o Flickering Data is received
RX Data Receiving : :
Off No data is received
) Flickering GPS signal is received
GPS GPS Signal - : -
Off No GPS signal is received
1 LED ON Weak signal (0-14)
| 4G Signal 2 LED ON Intermediate Signal (14-22)
3 LED ON Strong signal (22-31)
Note: RUN indicator will be steady on once it's powered on, if it's not on,
please check whether power source has problem or it's reversely connected.

2.9 Reset Button

After gateway BL110 is running, long press RESET button with pin for 10 seconds until RUN indicator
is off. Device will restart automatically and return to factory setting.
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2.10 COM Port & CAN Port

RS485(or RS232) & CAN Port
Item Description
GND Grounding wire
B/RX/AIN- | RS485 data-(B)/ data receiving/
COM4 Analog input-
A/TX/AIN+ | RS485 data+(A)/ data transmitting/
Analog input+
GND Grounding wire
COM3 B/RX RS485 data-(B)/ data receiving
A/TX RS485 data+(A)/ data transmitting
GND Grounding wire
COM2 B/RX RS485 data-(B)/ data receiving
A/TX RS485 data+(A)/ data transmitting
GND Grounding wire
CAN H Signal wire
L Signal wire
2.11 WAN Port & LAN Port
PAKM E
Indicator Color Status Description
Network Stead on 100Mbps mode
z speed Green Off 10Mbps mode
; Stead on Network connected
Z Network link Yellow | Flickering Data is transmitting
2 Off Network disconnected
E
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3 Product Mounting

BL110 can be placed on flat surface, mounted on the wall and DIN Rail

3.1 Wall-Mounting

Wall-Mounting

3.2 DIN Rail Mounting

DIN Rail Mounting
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4 Configuration Software Introduction

4.1 Login to Configuration Software

Connect BL110 to router or switch through WAN port with standard direct network cable or cross
network cable. Router or switch IP can’t be the same as Gateway BL110 IP 192.168.3.1. Make sure
BL110 and PC are in the same local area network. If it's necessary to connect the gateway to PC
directly, use standard cross network cable to connect through BL110 LAN port. (If BL110 is
connected to PC directly, PC IP must be specified to 192.168.3.1 as default LAN IP of gateway is
192.168.3.1 from factory setting. IP address, subset mask, MAC and DNS are needed for PC IP
setting)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory setting

Wiring of Connecting BL110 to Router/Switch and PC:

Connect BL110 to Router or Switch via WAN

Connect BL110 to PC directly via LAN

x Yy
Xy | 3 ; M
o ik ) = RJ45 N Ry - =~
—~ RJ45 L L
7 E T € Rabis g == _;_”_7
Fl = IIOT Gateway BL110 | RJ45 = ; -
Set PC IP: 192.168.3.1XXX Router IP can NOT be 192.168.3.1

4.1.1 Open Configuration Software

S

5 AT
DOUb|e C“Ck - BL1 U'x_E-E&Lk{"—t_U'l -'D.E.EXE

on PC to execute BL110 configuration software to open

below page
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E;" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com —=
QDevice search [INew Configuration [mlimport Configuration File HExpor‘t Configuration File iRead Data iSave Data gMonitonng Lug Bg== @ About

©Copyright 2021 by Shenzhen Beilai Technology Co,Ltd

4.1.2 Search for Gateway Device

Click Device Search to get all devices which are in the same local area network with PC. If no
device is found, please follow the procedure on the right notice box to check the root cause. Below

is the example of connecting Gateway BL110 with switch through WAN. A device with IP
192.168.1.158 is searched out.

Note: If it's necessary to change PC or Gateway IP, make sure configuration software is closed and
open it again.

£t 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
Device Search | INew Configuration [mlimport Configuration File uExpon Configuration File iRsad Data iSave Data Monitoring Log n 25 @ About

Y - .
Beigi Device Selection X
- : Double-click the device in the selected list to enter the device setting interface.
Device IP Device Mod:_ Version Device Name [Unable to search the device, please check the following:
|1 92.168.1.158 ‘ BL110UA | Vv1.0.3 ‘ KingPigeon |1 After the device is turned on normally, the RUN indicator light is always on for 1 minute.The
1 Jsystem is in startup state, and the device cannot be searched at this time.

[2.0ne minute after starting the device, please check whether the indicator light RUN flashes.If
not, check whether the power wiring and socket are normal.

13.Please check whether the WAN indicator is normal at the network port(orange light blinks,
green light is always on).

4.1 all the above three conditions are normal, please confirm the computer Settings for the
following operations:

|A.If the device is directly connected to the computer through the network cable, the network
|cable shall be connected to the LAN port of the device.The default IP of the LAN port is
[192.168.3.1.

[B.If the device is connected to the LAN via a switch, make sure that the network cable is
fconnected to the WAN port of the device. Make sure that the computer and the device are in
the same LAN segment.

Refresh

©Copyright 2021 by Shenzhen Beilai Technology Co, Ltd
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4.1.3 Connecting Gateway

Double click the device to be configured (For example, double click device with IP 192.168.1.158) .
Once reading success message is shown in prompting box, click confirm to enter configuration

- X

Log BFEE @about

54 4G Industrial Gateway ConfigUrationTool V1.0.5 www bliict.com

QDeVice search INew Configuration [glimport Configuration File uExpor‘t Configuration File iRead Data iSave Data & Monitoring

=23 BL110U
4@ COM1 Basic Ir
-4 COM2
-4 COM3
g COM4
LAN - Red represents the online status, gray represents the offfine status
WAN Gateway Name Beila] (MAX15) Kingpigeon Modbus Online Status @) | Port  Device Name  Online Status
AR 4G Gateway Time [ 09:55:25 08/11/2021 | Kingpigeon MQTT Online Status ()
@ Alarms And Events Device Model [ BL110UA MQTT Client One Online Status @
B TaskPlan Version [ 103 ) MQTT Client Two Online Status @
HmE DataServices Signal Strength ENurma\ Range(14-31)  Ali IOT Cloud Online Status ®
@ Transparent transmission 4G Module Model EC25ECGARDGADEMIG | HUAWEI 10T Cloud Online Status ()
@ Modbus RTU = Modbus TCP IMEI [ B60425046726533 | AWSIOT Cloud Online Status (@)
@ Modbus TCP Server Mobile operators [ CHINA MOBILE [ 19216811 |(_Ping ®
@ OPC UA sivIcCD [ 89860481192070268204 | | wwwhsiducom |[ Bing | @
B Cloud SIM Registration Status ()
& MQTT Client One
@ MQTT Client Two [ Refresh
@ Ali 10T Cloud
-@ HUAWEI 10T Cloud
& AWS 0T Cloud
-@ Kingpigeon MQTT

©Capyright 2021 by Shenzhen Beilai Technology Co.Ltd

4.2 Configuration Software Introduction

4.2.1 System Function

i 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com — X
|QDevi(e search [New Configuration [@limport Configuration File HExpon Configuration File iRead Data iSave Data Monitor‘mg Log a 55 @ About
Y
-4 COM1 Basic
-4 COM2
-a@ COM3
-4 COM4
LAN B Red represents the online status, gray represents the offline status
VAR Gateway Name Beilai (MAX15) Kingpigeon Modbus Online Status @) | Port  Device Name  Online Status
80 4G Gateway Time Kingpigeon MQTT Online Status ()
_‘ Alarms And Events Device Mcdel | BL110UA MQTT Client One Online Status .
S Version [vig3 ] MQTT Client Two Online Status (@
288 DataServices Signal Strength [ 20 |Normal Range(14-31) Al 10T Cloud Online Status ®
& Transparent transmission 46 Module Model | EC2SECGARDGADSM1G | HUAWE! 10T Cloud Online Status @
® Modbus RTU = Modbus TCP e | 860425046726533 ] AWS IOT Cloud Online Status (@)
@ Modbus TCP Server Mobile operators [ CHINAMOBILE ] | 19216811 |(Png) @
& opCcuUA SIMICCID [ 89860481192070268204 [ wwwbsiducom |(Ping ] @B
B Cloud SIM Registration Status @)
@ MQTT Client One
@ MQTT Client Two [ e
~@ Ali 10T Cloud
-@ HUAWEI 10T Cloud
—® AWS IOT Cloud
-@ Kingpigeon MQTT
@ Kinapi |
©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd
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System Function

Item

Description

Device Search

Search for all BL110 gateways in the same local area network

New Configuration

Open a new default configuration file

Import Configuration File

Import gateway configuration file

Export Configuration File

Export gateway configuration file

Read Data Read logged-in BL110 gateway configuration parameters
Save all configuration parameters by clicking it. Every time

Save Data configuration is done, make sure to click Save Data. After
device restarts automatically, the setting will be valid

Monitoring Monitor connected device value

Log System running log.
If device issue, click save log to send it to specified email box

Language Click it to change language to English

About Software Version, Issue Date, Firmware upgrade information

Basic Information of Gateway BL110
Item Description

Gateway Name

Default Name is KingPigeon

Gateway Time

Local time of reading gateway

Device Model

Read device model number

Version

Read device version

Signal Strength

4G module signal value. If it's less than 14, it means weak
signal. Full signal value is 31

4G Module Model

Read 4G module model. If it’s null, it means no 4G module

IMEI Device IMEI code

Mobile Operators SIM card service provider

SIM ICCID Read SIM card ICCID

SIM Registration Red indicates SIM card is registered.
Status Gray indicates SIM card is not registered,

King Pigeon Cloud
via Modbus Online
Status

Red indicates King Pigeon cloud is connected via Modbus
Gray indicates King Pigeon cloud is unconnected via
Modbus

King Pigeon Cloud
via MQTT Online
Status

Red indicates King Pigeon cloud is connected via MQTT
Gray indicates King Pigeon cloud is unconnected via MQTT

MQTT Client One
Online Status

Red indicates MQTT Client One is connected
Gray indicates MQTT Client One is unconnected

MQTT Client Two

Red indicates MQTT Client Two is connected
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Online Status Gray indicates MQTT Client Two is unconnected
Ali 10T Cloud Online | Red indicates Ali Cloud is connected

Status Gray indicates Ali Cloud is unconnected
HUAWEI IOT Cloud | Red indicates HUAWEI Cloud is connected
Online Status Gray indicates HUAWEI Cloud is unconnected
AWS IOT Cloud Red indicates AWS is connected

Online Status Gray indicates AWS is unconnected

Default factory setting Ping 192.168.1.1 gatway, IP can be
. changed. It's gateway through WAN. Click Ping button to

192.168.1.1 Ping o
check local area network status. Red indicates local area

network is OK. Gray indicates local area network problem.

Default factory setting Ping baidu website. Web address can
] ) be changed. Wide area network status can be checked by

www.baidu.com Ping o ) o ) )
clicking Ping. Red indicates wide area network is OK. Gray

indicates internet communication problem.

) ) Red indicates gateway is communicating with slave devices
Device Online Status o . ] .
_ Gray indicates gateway fails to communicate with salve
Prompting Box devi

evice

Refresh Refresh basic information of gateway

4.2.2 COM Port Introduction

All 4 COM Port configuration is the same. Below is the introduction of COM1 configuration.

4.2.2.1 COM Port Attribute Configuration

Double click COM1 to open COM Port Attribute configuration box.
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75 4G Industrial Gateway ConfigUrationTaol V1.0.5 www.bliiot.com — x|
QDevi(e Search [BNew Configuration [@llmport Configuration File uExpor‘t Configuration File iRead Data iSave Data & Monitoring ch QELC.% @ About

=-E8 sL11oua Name  Value Unit

Type Address  Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio

= o
Double click to set properties right click to add device

-4 COM

= COM4 i« Serial Port Attributes

WAN -Ce ication Protocol
g

R 46 -
7,‘ Alarms And Events

8 TaskPlan Devica Model &)

B-&8 DataServices
& Transparent transmission
& Modbus RTU = Modbus TCP Baud (9500 ] stopet (

~Serial Port Settings

)

& Modbus TCP Server DataBit (8 ~) ParityBit [ None -]

& oprcua
B~ Cloud
& MQTT Client One

—& MQTT Client Two
~-@, Ali 10T Cloud
@, HUAWEI |OT Cloud
—@& AWS 10T Cloud
& Kingpigeon MQTT
®._Kinapiceon Madbu

©Copyright 2021 by Shenzhen Beilai Technalogy Co.Ltd

Item Description

Select mode:

) Collect/Transparent
Mode Selection o
Transmission/Modbus RTU to
Modbus TCP
Select from Modbus, Mitsubish,
Device Brand .
Protocol Siemens, Smart Meter

Device Model Select device model
Select from “2400”, “4800”,

_ Baud Rate “9600”, “19200”, “38400”,
Serial “57600”, “115200"
Port ; . "
Setti Stop Bit Select “1Bit” or “2Bit
ettings
J Data Bit Select “7Bit” or “8Bit’
Parity Bit Select “None”, “Even” ,“Odd”
OK Confirm COM configuration
Cancel Cancel COM port configuration

4.2.2.2 Add COM Port Device

Right click COM1 and click Add to add device. Device configuration box will pop up. For the added
device, double click it to show device configuration information. Right click to delete device.

Note: Total 50 devices can be connected through the 4 COM ports.
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4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
QDevice search [ New Configuration [glimport Configuration File uExport Configuration File 1Read Data iSave Data = Monitoring Lug @ About

B3 BLT10UA Name  Value Unit  Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio |

perties right click to add device

-4 COM3
- COM4
LAN
WAN
el
7‘ Alarms And Events
B TaskPlan
-8 DataServices
10} Transparent transmission
&, Modbus RTU = Modbus TCP
&, Modbus TCP Server
® OPCUA
B¢ Cloud

@ MQTT Client One

—@&, MQTT Client Two
-@, Ali 10T Cloud

&, HUAWEI IOT Cloud
@, AWS 10T Cloud

& Kingpigeon MQTT
®. Kinaniaeon Modbu:

©Copyright 2021 by Shenzhen Beilai Technology Co,Ltd

i 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search [ New Configuration @ About

Name Value Unit Type Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratic

Import Configuration File HExpmt Configuration File iRead Data iSave Data Monitoring (S

&8 BL110UA

- CD| Double click to set properties,right click to add device

- COM3

- COMA

LAN

WAN i Device Information

gy

R 4G Devicetiame [ Joanxsoy
Alarms And Events
Device Properties

TaskPlan

B8 DataServices Station ID [ Joam

--@, Transparent transmission 16-bit Data Type
& Modbus RTU = Modbus TCP 32-bit Data Type
@ Modbus TCP Server
& OPCUA

B Cloud

& MQTT Client One

—& MQTT Client Two

-@, Ali 10T Cloud

& HUAWEI IOT Cloud

&, AWS 10T Cloud

& Kingpigeon MQTT

@, Kinani 1 Modbu:
©Copyright 2021 by Shenzhen Bailai Technology Co. Ltd
4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com —
QDeviCe Search M8 New Configuration [mlimport Configuration File uExport Configuration File iRead Data iSave Data g Monitoring @ ~bout
Ei'g BL110UA Name Value Unit  Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

él-“.' COM1

rties and right click to delete the device

YR 4G
+ ‘ Alarms And Events
- a TaskPlan
B-& DataServices
& Transparent transmission
& Modbus RTU = Modbus TCP
@ Modbus TCP Server
—®& OPCUA

B Cloud

@ MQTT Client One

~—@& MQTT Client Two
—@, Ali 10T Cloud

& HUAWEI [OT Cloud
—&, AWS 10T Cloud

L@ Kinonicean MOTT

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

Page 28 of 117 King Pigeon Communication Co., Ltd V1.0
www.iot-solution.com




KING PIGEON

=~® ~ Multiple-Protocol loT Gateway ---BL110

Note: device attributes are set according to the selected protocol. For example, device brand is
Modbus, set attributes as below table

Device Information
Item Description Default
Device Name Name of Data Collecting Device
_ Data Collecting Device Modbus
Station ID o
Communication Address
Device -
) 16-bit Data Type | Select “AB” or “BA” AB
Properties
) Select “ABCD”, “DCBA”, “BADC”,
32-bit Data Type ABCD
“CDAB”
OK Confirm device configuration
Cancel Cancel device configuration

4.2.2.3 Add COM Port Device Datapoint

Click device name and then right click the box on the right. Add box will pop up. Click Add to enter
datapoint configuration box. Right click the added datapoint to delete it. Double click the datapoint to
edit it. To add more datapoints, right click the box and perform the same procedures.

£ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot com — X
QDevice search IBNew Configuration [Elimport Configuration File [gifExport Configuration File 4t Read Data ¥ Save Data B Monitoring BlLog BEE= @About

E‘ BL110UA Name Value Unit Type Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio
B-& COM1
t

- COM2
= COM3
- COM4
=] LAN
WAN
R 46

‘ Alarms And Events [ Add
a TaskPlan _

B-& DataServices

@& Transparent transmission
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server

@ OPC UA

B Cloud

~-@, MQTT Client One

—®@), MQTT Client Two

—@ Ali 10T Cloud
-@ HUAWEI [OT Cloud
@ AWS 10T Cloud

@ Kinnninann MOTT

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd
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-
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)

Rl 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

QDevi(e Search [ New Configuration [Elimport Configuration File uExpor‘l Configuration File 4 Read Data ¥ Save Data & Monitoring [BLog ﬂgg% @ ~bout

- x|

=B BL110UA

Name

B COM1

@ Modbus RTU = Modbus TCP Modbus Maps Addresses 15 (0-2000) MQTT Flag REGOOT
= i
@ Modbus TCP Server
= -
B Cloud

- COM4
5] LAN
WAN
R 4G
,‘ Alarms And Events
= a TaskPlan
[3*5 DataServices

& Transparent transmission

- COM2
—a COM3

Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio

(&

Variable Attributes

Variable Name [ TAGOO1 Veriabletnit [ |
Data type In DB | Address Offset In DB [:

Data type beol

Read-Write Type Read-Only .

Add Number 1

@, MQTT Client One
—&@ MQTT Client Two
—@ Ali 10T Cloud
-@ HUAWEI 10T Cloud
—& AWS 10T Cloud
L@ Kinaninenn MOTT ¢

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

Datapoints Configuration

Item

Description

Variable Name

Name of Added Datapoint

Variable Unit Datapoint unit, fill it as required, can be blank
Address Type Select PLC Register Address Type
Starting Address | PLC datapoint address
DB Block Data Select from “DBX”, “DBB”, “DBW”, “DBD”. Only configure it if
Type PLC supports DB block
DB Block Address | DB Block address offset value
Offset
Select from Boolean, 16-bit unsigned integer, 16-bit signed
Data Type integer, 32-bit unsigned integer, 32-bit signed integer, 32-bit
single precision floating point
Add Number Datapoint qty

Read-Write Type

Select “read only”, “read and write”

Ratio

Only set for numeric data. Data can be magnified or minified
with certain ratio before sending to cloud

Modbus Mapping

Address in Gateway where datapoints are stored.
Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.

Address _ _
Each register address space is one character
MQTT flag Datapoint MQTT mark, can be any mark
OK Confirm datapoint setting
Cancel Cancel datapoint setting
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£} 4G Industrial Gateway ConfigUrationTaol V1.0.5 www.bliiot.com - X

QDevice search [INew Configuration [Elimport Configuration File uExport Configuration File iRead Data isave Data Q Monitoring Log nﬂi’é‘% @ ~bout

=-E2 BL110UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
L= Yo Y o bool ()] 000001 Yo ole And W none
& ] com! V1 v 1 bool 1 000002 v ole AndW  none
te® F v2 v 2 bool 2 000003 v2 sle And W none
\E] ¥ 3 bool 3 000004 v3 ole And W none
4= COM2 v4 ¥ 4 bool 4 000005 v4 ole And W none
- ¥s v 5 bool 5 000006 vs sle And W none
coma ] v 6 bool 5 000007 ve sle And W none
- COM4 ¥z ¥ 7 bool 2 000008 V7 ole And W none
Do D [ int16 [} 400001 Do oleAndW 1
3 LAN D1 D 1 int16 1 400002 D1 oleAndW 1
D2 D 2 int16 2 400003 D2 dleAndW 1
W D3 D E int16 3 400004 D2 deAndW 1
'8 4G D4 D 4 int16 4 400005 D4 SleAndW 1
D5 D 5 int16 s 400006 Ds oleAndW 1
A Alarms And Events D6 D 5 int1 5 400007 D6 oleAndW 1
o D7 D 7 it = 400008 D7 bleAndW 1
B TaskPlan
Add
- .
E-== DataServices | Delete
& Transparent transmission
~@ Madbus RTU = Modbus TCP
@ Modbus TCP Server
L@ OPC UA
B- Cloud

-® MQTT Client Cne
@ MQTT Client Two
—®& Ali 10T Cloud
@ HUAWEI [OT Cloud
—@ AWS IOT Cloud
L@ KinanineanhoTT - L

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

Select datapoint and right click it to delete datapoint. Double click datapoint to edit it.

4.2.3 LAN Port Introduction

4.2.3.1 LAN Port Attribute Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is 192.168.3.1. Auto IP address
distribution and routing functions are turned off in factory setting.

Note: If LAN port is connected to switch, the IP of all devices connected to switch must be the same
as LAN port IP.

U‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
@About

Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

QDevi(e Search [ New Configuration [glimport Configuration File uExport Configuration File iRead Data iSave Data E Monitoring LOg ﬂ
B &g BLTTUUR [

G- COM1
= COM2

—4a COM3
-4 COM4

sy Ethernet Settings
—

1] W] Double click to set properties right click to add device

R 46 DHCP (B Routing (B
7‘ Alarms And Events
B TaskPlan

E%E DataServices

@ Transparent transmission
@ Modbus RTU = Modbus TCP
& Modbus TCP Server

@ OPC UA

8 & cloud

@ MQTT Client One

& MQTT Client Two
~&@ Al 10T Cloud

@ HUAWEI 10T Cloud
-@ AWS 10T Cloud
—@® Kingpigeon MQTT

@ Kingpigeon Madbus

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

LAN Port Configuration
Item Description
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DHCP Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is turned off

Routing Green indicates routing function is enabled.
Gray indicates routing function is turned off
IP Address LAN port IP Address

MAC LAN port MAC

OK Confirm LAN port Setting

Cancel Cancel LAN port setting

4.2.3.2 Add LAN Port Device

After configuring LAN port attribute, right click LAN and clik Add to enter device configuration page.
Device data can be collected through Gateway BL110 LAN Port or through switch which is connected
with LAN.

Note: Total 50 devices can be connected through LAN and WAN

U‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice search [BNew Configuration [mlfimport Configuration File HExpon Configuration Fil& iREad Data iSave Data £ Monitoring Log nﬂin% @ About
= & BLTTUUA

B-= COM1
= COM2

Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio

-4 COM3
-4 COM4

Hroperties right click to add device

R 4G
M Alarms And Events
a TaskPlan
H“E DataServices
@ Transparent transmission
-@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
‘@ OPC UA
B8 & cCloud
8, MQTT Client One

&, MQTT Client Two
—-@ Ali 10T Cloud
-@, HUAWEI IOT Cloud
@ AWS 10T Cloud
—& Kingpigeon MQTT
-@ Kingpigeon Modbus

©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd
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£ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDEVi(E search [ New Configuration [glfimport Configuration File HExpor‘t Configuration File 1Read Data iSave Data Moniiolmg Log nguq% @ About
B BELTTOUA - =

Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio

Name  Value Unit  Type
@ COM1
- COM2
& COM3
@ COM4 .\ N i
s Device Information
Device Nan Mac)
1l WA Double click to set properties right click to add device )
o 10 Device IP
Device Port [ ](1-65533)
— M Alarms And Events
= Device Bran Modbus  *)
& TaskPlan i
= ) Device Mod [ MoDBUS TCP B @
I DataServices I—— N
Device Read (@) Single Device I Multi Device ID
@ Transparent transmission BevicoWoperties
@ Modbus RTU = Modbus TCP Station D [ | (1-247)
@ Modbus TCP Server
16-bitDataType [ AB -]
—® OPCUA
& © cloud 2k Dat Te
A T s e

@ MQTT Client Two
—@ Ali 10T Cloud

-@ HUAWEI IOT Cloud
-@ AWS 10T Cloud
—@®@ Kingpigeon MQTT
@ Kingpigeon Modbus
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LAN Port Device Configuration

Item

Description

Device Name

LAN Port Device Name

Device IP

Set IP Address of LAN port device. PLC IP Address must be the
same as Gateway BL110 LAN IP Address. Ifit's not the same,
need to change device IP address or LAN port IP address. To
change LAN port configuration, it will not take effective until
restart after power off

Device Port

Set LAN device port

Device Brand

Select from Siemens, Modbus, OMRON

Device Model

Select device Model

Station ID

LAN port device Modbus communication address, only
configure it if Modbus is selected as device brand

16-bit Data Type

Select “AB” or “BA”, only configure it if Modbus is selected as
device brand.

32-bit Data Type

Select‘ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it if
Modbus is selected as device brand.

OK

Confirm LAN port device setting

Cancel

Cancel LAN port device setting

4.2.3.3 Add LAN Port Device Datapoint

The procedure to add LAN Port device datapoint is the same as that of adding COM port device
datapoint. Refer to Add COM Port Device Datapoint
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4.2.4 WAN Port Introduction

4.2.4.1 WAN Port Attribute Configuration

Double click WAN to enter WAN Port Attribute configuration box.

i3 4G Industrial Gateway ConfigUrationTool ¥1.0.5 www bliiot.com - X

QDevi:E search [ New Configuration [@lfimport Configuration File HExpor‘t Configuration File 1Read Data iSave Data Moniionng Log n@:"% @About
S BLTTUU

S COM1
|
@ FX3U
- COM2
& COM3
—a COM4 £
EHE] AN
I
@ S7-200SMART Auto 1P «

Paddress [ 1oioeiiE |
R 44 Double click to set properties.right dlick to add device
‘ Alarms And Events Subnet Mask :
B feskolen ooy [ ]

=] E DataServices

Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable Ratio

Ethernet Settings

@, Transparent transmission

@ Moadbus RTU = Modbus TCP DNS [ |

@ Modbus TCP Server -

= OK Cancel

@ OPCUA [ cancel ]
B~ Cloud

—&, MQTT Client One
-@ MQTT Client Two
-@, Ali 10T Cloud

—@ HUAWEI IOT Cloud
~@ AWS IOT Cloud
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WAN Port Attribute Configuration
Item Description

Auto IP Greer.l in.dicates a%Jto retr?t—‘j-ving IP
Gray indicates IP is specified
IP Address Current IP Address of WAN Port
Subnet Mask | Current WAN Subnet Mask
Gateway Current WAN Gateway Address
MAC Address | WAN port MAC address
DNS Current WAN port DNS server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.4.2 Add WAN Port Device

Right click WAN and clik Add to enter device configuration page. Device data can be collected
through Gateway BL110 WAN Port or through switch which is connected with WAN.
Note: Total 50 devices can be connected through LAN and WAN.
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53 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

QDevice Search [ New Configuration [@lfimport Configuration File uExpor‘t Configuration File 4 Read Data ¥ Save Data & Monitoring BlLog ﬂ j2= @ About

- X

= &5 BLTTUUA
G- COM1 |
2—@ FX3U
= COM2
& COM3
& COM4

B-E] LAN

i
@, S7-200SMART

A4 | roperties right click to a

Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio

dd device

‘ Alarms And Events
% a TaskPlan
&8 DataServices

@&, Transparent transmission

&, Modbus RTU = Modbus TCP
~—@, Madbus TCP Server

@, OPC UA
B¢ Cloud
&, MQTT Client One

-@, MQTT Client Two

-@, Ali 10T Cloud

@ HUAWEI IOT Cloud
-@ AWS 10T Cloud
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- X

QDevice Search [BNew Configuration [Elfimport Configuration File uExpDrt Configuration File iRead Data iSave Data Monitaring Log ﬂ =5 @About

El_'é-u BLTTUOUA
B COM1

{

—@ FX3U
& COM2

. COM3
am COM4

EE] AN

L@ s7-200SMART

Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

Device Information

DeviceNan [ ](MAX3D)
Device IP

Device Port (1-65535)

Device Bran | Modbus -

Y
Bl
-

(-3
‘R 49 Double click to set properties right click to add device

Device Mod MODBUS TCP 3 [I]

‘ Alarms And Events
TaskPlan
E--E DataServices
@ Transparent transmission
& Modbus RTU s Madbus TCP
@ Modbus TCP Server
@ OPC UA
g,@ Cloud
& MQTT Client One
-@ MQTT Client Two
@ Ali 10T Cloud
@ HUAWEI 0T Cloud

@, AWS 10T Cloud

Device Read @ Single Device 1) Multi Device ID
“Device Properties
stationlD (] (0-247)

AB

16-bit Data Type

32-bit Data Type ABCD v
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WAN Port Device Configuration

Item

Description

Device Name

Name of WAN Port Device

Device IP

IP Address of WAN Port Device

Device Port

WAN port device Port

Device Brand

Select from Siemens, Modbus, OMRON

Device Model

Select device Model

Station ID

WAN port device Modbus communication address,
configure it if Modbus is selected as device brand.

only

16-bit Data Type

Select “AB” or “BA”,
device brand.

only configure it if Modbus is selected as

32-bit Data Type

Select “ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it if
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Modbus is selected as device brand.

OK
Cancel

Confirm WAN port device setting

Cancel WAN port device setting

4.2.4.3 Add WAN Port Device Datapoint

The procedure to add WAN Port device datapoint is the same as that of adding COM port device
datapoint. Refer to Add COM Port Device Datapoint

4.2.5 4G Introduction

Double click 4G to enter APN setting box. Note: It’s not necessary to set APN for China mainland 4G
network. If no 4G module in the device, it's not needed to set it either

N

3 4G Industrial Gateway ConfigUrationTool V1.0.5 www.blilot.com - X
QDevice Search I§New Configuration [@limport Configuration File [gifExport Configuration File 4 Read Data ¥ Save Data BMonitoring [Llog BEES @About
=g BLTTUUA (
B COM1 s
i Basic
| -& FX3U
& COM2
- COM3
—a COM4 Red represents the online status, gray represents the offline status
EHEl AN Gateway Name [ it - Modbus Online Status @ | Port  Device Name  Online Status
I i Beilai 4G Set ; com1 G "
| =@ S7-200SMART Gateway Time [ | ~~ MQTT Online Status @ sy | s7.2005MaT ]
| | The Chinese mainland does not
WAN Device Model [ | need to configure this QTT Client One Online Status @
i 7| parameter, without 4G version : "
l;' veion [| ok e [arT e T Ons sass @
| T S this parameter.
[T AT e pepaRe Signal Strength | (10T Cloud Online Status ®
| B TaskPlan ) APN :’ )
| 4G Module Model | User Name: [:] LAWEI 10T Cloud Online Status .
=] DataServices
T .y IME Password [: NS 10T Cloud Online Status &
@, Transparent transmission q - - ®
H Mobile operators 192.168.1.1 ||_Ping
@, Modbus RTU = Modbus TCP ] .
i SIM ICCID [ ok wwwbaiducom | Ping | @
& Modbus TCP Server e '
i SIM Registration Status @
@, OPC UA
| _ _
8- Cloud Refresh
+—@ MQTT Client One
r@ MQTT Client Two
@ Ali 10T Cloud
2 -@ HUAWEI 10T Cloud
@ AWS IOT Cloud
©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd
. .
4G Configuration
Item Description
APN Access Point Name of SIM card cellular network
User Name User Name of SIM card cellular network
Password Password of SIM card cellular network

4.2.6 Alarm and Event Configuration

Double click Alarms and Events to enter setting box. Alarm points, actions and alarm recovery
actions can be set according to requirement
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4.2.6.1 Alarm Point Configuration

:-/I\ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

QDevice Search [} New Configuration [Elimport Configuration File uExporl Configuration File iRead Data iSave Data & Monitoring

- X

Blog ﬂ = @About.

IEF"S BLTTOUA
B COM1
L® mau
= COM2
- COM3
- COM4

B LAN

WAN
R 46

i
=@ S7-200SMART

| Mame Port

Device name

Association Point Nam High Limit Low Limit

Alarm Type  Alarm ACK Time MQTT Flag

T v
Association PaintName [ |(_Add

B2 & Dataservices

@ opPcuA
B Cloud

B3 TasK pouble click to adh alarm point

@ Transparent tra
& Modbus RTU =
—@& Modbus TCP Sel

Alarm Type [ Normally Open_~
Alarm ACK Time (1-999)s

(Alarm Trigger Action

Alarms And Events

Alarm Release Action

Port

Device \Write Point Name

Write Value Port

Device \Write Point Name

Write Value

Cancel

—& MQTT Client One
& MQTT Client Two

@ Ali 10T Cloud

—@& HUAWEI 10T Cloud
@ AWS 10T Cloud
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- X

=g BLTTUUA

-@ MQTT Client One
-@, MQTT Client Two
@ Ali 10T Cloud

—-@, HUAWEI IOT Cloud
@, AWS 0T Cloud

Cancel

& Name Port Device name  Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag
- COM1
¢
—® U = : =
; ol Add Variable Point
- COM2
i )’ bla D e ! Raoct Do iable Doiot Bl
- COM3
| Variable Point COmM1 FX3U Yo
[t = Variable Point | COM1___ FX3U V1
=3 LAN . Variable Point com1 FX3U vz
| L@ $7-200SMART el Variable Point __ COM1___ FX3U v3 S
| GG warrs Variable Poi, Uuuh\_e click to display variable point properties, and cl_c to se_\en variable point Write Valus
= Ao | i | cow | mu vs
R 46 Association Point Name I Add  VerisblePoint | COM1 |  FX3U v6
A/ N Variable Point comi FX3U ¥7
§ High Limit =
I a TaskPlan Variable Point com1 FX3U Do
a & Dataservices Low Limit Varisble Point | COM1 | FX3U D1
! - Variable Point | COM1  FX3U D2
@, Transparent trarf Alarm Type | Normally Open ; =
Varisble Point | COM1  FX3U D3
@ Modbus RTU = Mlarm ACKTime [ ] 01-999]  vorisble Point | COM1 FX3U D4
-@, Modbus TCP Sel Variable Point com1 FX3U D5
ncel
ble P Ccom1 FX3U
| L@ opcua Variable Point D6
| Variable Point | COM1 | FX3U o7
B4 Cloud C
Variable Point LAN 37-200SMART Qoo
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Alarm and Events Configuration

Item

Description

Name

Name of Alarm Point

MQTT Flag

MQTT flag of alarm point, can be randomly set

Association Point
Name

Select alarm point and click Add. Datapoint box will pop up. Click
the point to be set for alarm and click OK to confirm. Double click
datapoint to enter datapoint attribute page

High Limit

High Limit alarm value of numeric datapoints

Low Limit

Low limit alarm value of numeric datapoints

Digital Alarm Type

Select from digital alarm mode: Normally Open or Normally Close
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) Within alarm acknowledge time, if data will recover to normal
Alarm ACK Time

value, no alarm will be triggered. Otherwise it will generate alarm

OK Confirm alarms and events setting

Cancel Cancel alarms and events setting

4.2.6.2 Alarm Event Configuration

Right click Alarm Trigger Action box and click Add to enter Event configuration box for setting actions
to be performed when alarm is triggered. Right click Alarm Release Action box to set actions to be
performed when alarm is released

£ 4G Industrial Gateway ConfigUrationToel 1.0.5 www.bliiot.com - X
@About

Name Port Device name Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag

QDevice search I New Configuration [Elimport Configuration File uExpon Configuration File iRead Data iSave Data & Monitoring Log ﬂ
By BLTTUUA -

G- COMI

.

L@ rmau
= coMm2
- COM3

- COM4
oy
B Lan s Alarms And Events
i Alarm Trigger Action Alarm Release Action —MM
@ s7-200svART O — ey
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gy
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] E o L ‘ Add |
| TaskPlan L Delete

]
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@ Modbus RTU = Alarm ACKTime [ ] (1-999)s
—@ Modbus TCP Se
@ OPC UA
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—@& MQTT Client One
& MQTT Client Two
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—& HUAWEI IOT Cloud
& AWS I0T Cloud |
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-@ FX3U
) 5 A
— COM2 [ Add Variable Point
— COM3 Variable Point Type ~ Port  Device  Variable Point Name
= COM4 < Variable Point Ccom1 FX3U Yo
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Variable Point com1 FX3U v3 ;
S . o Name  Write Value
WAn =7 Event Properties Variable Point coM1 FX3U va
‘R 46 Variable Point com1  FXau 5
Asso —
; Varisble Point Ccom1 FX3U V6
TaskPlan Witevae ] Varisble Point | COM1  FX3U vz
Variable Point com1 FX3U oo
e i o || werom  com o o
=@ Transparent trar] Varisble Point  COM1  FX3U b2
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Event Configuration
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Item Introduction

datapoint to view its attributes

Write Point Name is generated based on selected datapoint.
Write Point Name | Click Add, select datapoint and click OK to confirm. Double click

Write Value Write datapoint value. For Boolean value, select 1 or 0

4.2.7 Task Plan Configuration

Double click Task Plan to enter configuration box. Move mouse cursor to the right box,
the box and click Add to enter configuration box.

@‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search IBNew Configuration [@limport Configuration File uExpor‘t Configuration File iRsad Data iSavs Data Q Monitoring ch n 2= @ About
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right click

Task Plan Configuration

Item Description
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Task Name Name of Task Plan
Local Time Set time to perform the planned task (local time)
Week Set week day to perform the planned task

Write Point Name will be generated based on selected
Write Point Name | datapoint.Click Add , select the datapoint and click OK to
confirm. Double click datapoint to view its attributes

Write Value Write datapoint value. For Boolean value, select 1 or O
OK Confirm Task Plan setting
Cancel Cancel Task Plan setting

4.2.8 Data Service

4.2.8.1 Transparent Transmission

Set COM mode to Transparent Transmission, set COM parameters and then configure Transparent
Transmission parameters. All 4 COM ports can be used for Transparent Transmission. The
configuration procedures are the same. Below is the example of setting COM2 for transparent
transmission: 1. select transparent transmission mode in COM2, 2. configure COM2 attributes, click
OK to enter Data Service configuration page

f4" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com =X

QDevice Search [ New Configuration [@limport Configuration File uExpon Configuration File 4 Read Data ¥ Save Data @ Monitoring [BlLog nﬂipé @ About
=g BLTTUUA

Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
E%}-. com1
|
—@ FX3U
- C{ Double click to set properties.right click to add device <
~a COM4 o
& @ Mode |
: EAN Col ion Protocol
L@, S7-200SMART
After setting parameters of serial port, if you
& wAN need to modify Transparent parameters, go to
g data service to set relevant parameters of
‘R 46 pass-thraugh
A Alarms And Events
‘B TaskPlan Serial Port Settings ———— 1
8- & Dataservices Baud [ 9800 - Stop Bit 1~
- P
@, Transparent transmission
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@, OPCUA o
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-@ MQTT Client Two
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- COM3
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~Ce Protocol
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WAN > Online Stat
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¥ TaskPlan Login Message :}wmmm
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& Modbus RTU = Modbus TCP -
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—& Modbus TCP Server —— JCeins ®
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Transparent Transmission Configuration

Item Description
Serial Port Choice COM2
Mode Selection Select Gateway as “TCP Server” or “TCP Client”

Only set it when BL110 Gateway is used as TCP server
Select WAN or LAN
If BL110 is used as server, it can’t be set but

Select Network Port

Server IP automatically show selected WAN or LAN IP
/Domain Name If BL110 is used as client, input transparent transmission
server |P
Monitoring Port If BL110 is used as server, input monitoring port
/Server Port If BL110 is used as client, input server port
Login Message Data Package of logging in to server

Login ACK Message Data Package of server response to login

Heartbeat Message Heartbeat Data Package to keep connection

Heartbeat ACK Data Package of server response to heartbeat
Message
Heartbeat Interval Cycle time of sending heartbeat package. Default is 60s
OK Confirm Transparent Transmission setting
Cancel Cancel Transparent Transmission setting

4.2.8.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then configure Modbus
RTU to Modbus TCP parameters in Data Service. All 4 COM ports can be used as Modbus RTU to
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Modbus TCP. The setting procedure is the same. Below is the example of setting COM3 as Modbus
RTU to TCP: 1. Select Modbus RTU to Modbus TCP mode, 2. Set COM port attributes. 3. Click OK to
enter Data Service for configuring Modbus RTU to Modbus TCP.
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i o i CoM1 FX3U. []
@, S7-200SMART Gatewal i}\ Modbus RTU = Modbus TCP [MQTT Online Status @ L sracsmar [ ]
WAN Device One Online Status @
Serial Port Chuiced com3 “l
gy i
Q) 4G - et Two Online Status (@
A Alarms And Events swasl RELE oninesus @
o
B TaskPlan Select Network Port )
= 4G Module — e Cloud Online Status @
B8 DataServices fras s Bor -
® L. ud Online Status @)
&) Transparent transmission -
Mobile o ok J( concel Jii)Crimg e
- Si T EaaU.com |[ i
@ Modbus TCP Server & CFing e
SIM Registration Status ()
-@, OPC UA
B Cloud [ Refresh
—®& MQTT Client One
~@ MQTT Client Two
@, Ali 10T Cloud
—®& HUAWEI IOT Cloud
-@, AWS 0T Cloud
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Modbus RTU to Modbus TCP Configuration
Item Description
Serial Port Choice | COM3
Mode Selection TCP Server (Gateway can only be TCP Server)
Select Network Port | Select “WAN” or “LAN”
Monitoring Port Input port of monitoring BL110 Gateway (required)
OK Confirm Modbus RTU to Modbus TCP configuration
Cancel Cancel Modbus RTU to Modbus TCP configuration
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4.2.8.3 Modbus TCP Server

BL110 Gateway supports Modbus TCP protocol and provides data as Modbus TCP server. Modbus
TCP server is enabled permanently. Only configure Ethernet port and monitoring port. WAN /LAN IP
address can be viewed by clicking WAN/LAN

E}‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search [ New Configuration [@limport Configuration File HExport Configuration File 4 Read Data ¥ Save Data B Monitoring [ Log EBL:%' @ ~bout
&g BLTTOUA

G- comi :
i Basic
@ FX3U
— & COM2
~4@ COM3
—am COM4 Red represents the online status, gray represents the offline status
&3] LAN Gateway Name | KingPigeon (MAX15)  Kingpigeon Modbus Online Status @) | Port  Device Name  Online Status
i s — 3 . comM1 FX3U []
@ S7-200SMART Gateway Time [— MQTT Online Status @) | |4y s7.2005maRT -
@2  Modbus TCP Server
WAN Device Madel | = [T Client One Online Status @
Setup
e . .
B 45 e [T Client Two Online Status @)
‘ Alarms And Events St Strengih Ethernet Port TGl O e Stamies @
o
¥ Taskplan port s0z )(1-65535)
= 4G Module Model WEI 10T Cloud Online Status (@)
= .
3 == DataServices
&7 . IMEI 10T Cloud Online Status @
@), Transparent transmission - N -
Mobile operators 9216811 |(_Ping ®
@ Modbus RTU = Modbus TCP -
- SIM ICEID [ wwwhaiducom |(Ping ] @
| | siM ion Status @)
@, OPC UA Double click to set properties |
8- Cloud l Refresh
—@ MQTT Client One
~@& MQTT Client Two
-@ Ali IOT Cloud
@ HUAWEI IOT Cloud
@ AWS 10T Cloud
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Modbus TCP Server Configuration
Item Description
Ethernet Port | Select “WAN” or “LAN”
Port Input gateway monitoring port (required)
OK Confirm Modbus TCP Server setting
Cancel Cancel Modbus TCP Server setting

Modbus TCP master computer is used as client to collect function codes supported by Gateway data.
Boolean data supports 01, 05, numerical data supports 03, 06, 16-bit byte sequence is AB and 32-bit
bytes sequence is ABCD. Follow master computer to put Modbus address or PLC Modbus address
(The Modbus Address in configuration software). Refer to below datapoint picture. Master computer
configuration refers to 5.4.2View Data with KingView
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Q| Device Search INew Configuration [Eliimport Configuration File [gllexport Configuration File 4 Read Data ¥ Save Data B Monitoring BlLog @gES @About

EF-g&g BLTTOUA (
1 | Name Value Unit Type Address Data type [Modbus Maps Addres |Modbus PLC Address| MQTT Flag Enable  Ratio
£ COM1 vo ¥ [ bool [} 000001 Y0 sleAndW  none
| = V1 % 1 bool 1 000002 Y1 sle And W none
| v2 v 2 bool 2 000003 v2 sle And W none
= COM TR T T TR T ¥ 3 bool 3 000004 ¥3 sle And W none
euble chick sst properties afid right ick 15 delets the dvice Y = g o o - P s
. COM3 v ¥ 5 bool 5 000006 Y5 oleAndW none
- COMa V6 ¥ 6 bool 6 000007 Y6 sleAnd W none
| 7 ¥ 7 bool 7 000008 s sleAnd W none
LAN | Do D (] int16 0 400001 Do sle And W 1
i | D1 D 1 int16 1 400002 D1 sleAnd W 1
—@ S7-200SMART | D2 D 2 int16 2 400003 D2 oleAndW 1
03 D 3 int16 3 400004 D3 leAnd W 1
3] WAN
| D4 D 4 int16 4 400005 D4 sleAndW 1
Q) 4G | D5 D B int16 5 400006 D5 SleAndW 1
| D6 D 6 int16 6 400007 Ds sleAndW 1
-~ ML Alarms And Events o7 D 7 int16 7 400008 D7 oleAndW 1
B TaskPlan
=] E DataServices
@ Transparent transmission
@ Modbus RTU = Modbus TCP
& Modbus TCP Server
@ OPC UA
B¢ Cloud

—& MQTT Client One
@, MQTT Client Two
@ Ali 10T Cloud

& HUAWEI IOT Cloud
@ AWS IOT Cloud

Technology Co,Ltd

4.2.8.4 OPC UA

Gateway BL110 supports OPC UA and provides data as OPC UA server.
WAN/LAN IP Address can be viewed by clicking WAN LAN

£4" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search I New Configuration [mlimport Configuration File uExpor't Configuration File iRsad Data iSave Data EMonimrtng Log n iz= @About
d/EFEg BLTTUUR = = = — -

& COMI : ;
: Basic Information
@ FX3U
- COM2
- COM3
e COM4 o resents the online status, gray represents the offline status
e OPC UA gray
s
LAN Gateway Name| @ ¢y igeon Modbus Online Status @ Port  Device Name  Online Status
H 5 : coM1 FX3U. [}
@ S7-200SMART Gateway Time igeon MQTT Online Status @) | |y s7.200SMART -
Ethernet Port __WAN i
WAN Device Mode| It Client One Online Status @
Port [ 4840 | (1-655335) ) )
@ 4G ) e _aai | IT Client Two Online Status @
Version|
Anonymous @)
M Alarms And Events ] — T Cloud Online Status @&
B Taskplan o dest e
4G Module Model Password (Maxso) ||VE 10T Cloud Online status (@
=] E DataServices [:
. IMEI| [ Security Policy 10T Cloud Online Status @&
.@, Transparent transmission i 1[ .
Mobile operators| Centficate ] l02.168.1.1 Ping
&, Modbus RTU = Modbus TCP [o]||paents
SIM ICCID) privatekey [ ] lwbaidu.com |( Pin &
@ Modbus TCP Server o i
SIM Registration Status|

B~ Cloud Refresh

—®& MQTT Client One
@ MQTT Client Two
-@, Ali 10T Cloud

—®& HUAWEI IOT Cloud
-@ AWS IOT Cloud
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OPC UA Configuration

Item Description

Green indicates OPC UA is enabled
Gray indicates OPC UA is disabled. Default is disabled

Enable

Ethernet Port | Select “WAN” or “LAN”

Port Input server port (required)

Anonymous | Green indicates login anonymously. Default is Green.

Page 44 of 117 King Pigeon Communication Co., Ltd V1.0
www.iot-solution.com



KING PIGEON

=~® ~ Multiple-Protocol loT Gateway ---BL110

Gray indicates login with Account and Password.

User Input User Name

Password Input User Password

Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
“basic256sha256”
Certificate OPC UA certificate, select file to upload

Security Policy

PrivateKey OPC UA encryption key, select file to upload
OK Confirm OPC UA setting
Cancel Cancel OPC UA setting

OPC UA Client configuration refer to: 5.4.4 View Data with UaExpert
OPC UA Client datapoints are retrieved by gateway and generated automatically. It's not necessary

to set it.

4.2.9 Cloud Platform

BL110 can be online in multiple cloud platform simultaneously.

4.2.9.1 MQTT Client One

MQTT Client One can be connected to cloud with certificate or without certificate.

MQTT data formats only support King Pigeon and ThingsBoard JSON message format. Will support
more JSON data formats in the future. If connecting BL110 to ThingsBoard, ThingsBoard JSON data
format must be selected

It supports multiple publishing topics.

Click Add to set publish topic. Publish topic name can be viewed from drop-down list of Publish Topic.
Select Publish Topic Name and click Delete to delete publish topic. MQTT Client One supports
publishing certain datapoints of each topic. Move mouse cursor to the right box, right click it and click
Add to enter datapoint dialog box. Select the datapoint to publish and click OK to confirm it. Double
click datapoint to view its attributes.

Take below picture for example, only datapoint YO of COM1 Device FX3U is published and other
datapoints are not published.

MQTT Client One , MQTT Client Two data format is the same as King Pigeon cloud MQTT data
format. Refer to: King Pigeon MQTT Data Format

Note: Datapoint box is blank in default which means all datapoints will be published in default. If
multiple topics are published, only the first topic datapoint box can be blank. Other topic datapoints
must be selected.
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E./‘D 4G Industrial Gateway ConfigUrationTool ¥1.0.5 www.bliiot.com

QDevice Search I New Configuration [Ellmport Configuration File HExpor‘t Configuration File iRead Data iSave Data Monitcring Log ﬂ

- X
@About

EF s BLTTOUA

G- COM1 v

Name Value Unit Type Address  Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

TaskPlan
= E DataServices
@ Transparent transmission
@ Modbus RTU 5 Modbus TCP
@, Modbus TCP Server
@ OPC UA
[:"l-ta'i Cloud
@ MQTT Client One
& MQTT Client Two
@ Ali 10T Cloud
@& HUAWEI 10T Cloud
-@, AWS [0T Cloud

¥, 0 bool 0 000001 YO ble And W nene |

‘7_| i v T boal 7 000002 Vi SleAndW none

: v2 ¥ 2 bosl 2 000003 Y2 sleAndW  none

-4 COM| Double clck set properties and right click to delete the device v 3 bool 3 000004 V3 bleAndW none

v v 4 bool 4 000005 V4 SleAndW none

& COM3 Vs v s bodl 5 000005 V5 SleAndW  none

L e Ve [ 5 bool 5 000007 V6 bleAndW none

vz ¥ 7 bool 7 000008 Y7 SleAndW none
E-E AN Do D o intls 0 400001 D0 SleAndW 1
P o D i intts 1 400002 D1 sleAndW 1
=@, S7-200SMART D2 D 2 int16 2 400003 D2 oleAndW 1
SR D3 D 3 int16 3 400004 D3 SleAndW 1
D4 D 4 int16 4 400005 D4 bleAndW 1
@ 45 D5 D 5 int16 5 400006 D5 SleAndW 1
D6 D 5 int16 6 400007 D6 SleAndW 1
A Alarms And Events o7 D 7 intl6 7 400008 D7 SleAndW 1
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QDevice Search [INew Configuration [@limport Configuration File HExport Configuration File iRead Data iSave Data ¥ Monitoring Log E‘Lﬁ%

- X
@About

-@ MQTrC| Double dick to set proflerties yorT pata retransmission ( 3D

[EF &Y BLTTUUA [
G- COMT 3 MQTT Client One
L® nau
~Connection Address Variable Point Type  Port Device Variable Name
4 COM2 ; :
Server P/ Domain Name | ] |variatle Point | com1 | FaU vo | |
- COM3
COM4 Server Port 1883 (1-65535)
B3] LAN r
Cli 1D
L..@, S7-200SMART ent 0 ]
WAN User Name[ ]
tf&" 4G Password [ l
A Alarms And Events (I x509
TaskPlan Root Certificate [ I
—-— .
E-&= DataServices Client Cersificate | ]
@ Transparent transmission e e [ I
® Modbus RTU = Modbus TC -
~Theme Settings
~@, Modbus TCP Server b
& OPCUA Subscribe Topic l ]
= Cloud Puklish Topic
- Automatic data upload cycle

Status

@, Ali 10T Cloud
—®, HUAWEI 10T Cloud

I oK I Cancel

-@, AWS 10T Cloud
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MQTT Client One Configuration

Item

Description

Enable

Green indicates MQTT Client One is enabled
Gray indicates MQTT Client One is not enabled.

Server IP/ Domain Name

Input Server IP/Domain name

Server Port

Input server port(required), default is 1883

Client ID

Client Identifier of MQTT Connecting message.
Server uses it to identify Client

User Name

User Name of MQTT Connecting message.
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Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password ) o o
Server uses it for ID verification and authorization
X.509 Green indicates certificate is enabled
(Enable Certificate) Gray indicates certificate is not enabled
Root Certificate Select file to upload (Need enable Certificate first)
Client Certificate Select file to upload (Need enable Certificate first)
Client Private Key Select file to upload (Need enable Certificate first)
Select King Pigeon or ThingsBoard JSON Data format,
Data Block o )
default is King Pigeon
] . Topic of MQTT subscribing message. After subscribing server
Subscribe Topic ] )
can send message to client for controlling
Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data. Wildcard
Publish Topic can’'t be included in publishing message topic name.
Click Add to add more public topics.
Click Delete to delete Public Topic
Uploading Interval Cycle time of MQTT data sending. Default is 30s
Green indicates offline data will be transmitted once network
o recovers; Gray indicates offline data will not be transmitted
MQTT Data Re-transmission ]
o once network resumes. Max 100,000 datapoints can be
(Enable data re-transmission) ] . .
re-transmitted. If more than that, the previous ones will be
deleted
OK Confirm MQTT Client One setting
Cancel Cancel MQTT Client One setting

4.2.9.2 MQTT Client Two

MQTT Client Two Configuration is the same as MQTT Client One
MQTT Client Two subscribe topic will not be working. MQTT Client Two is used for view data but not
control data from cloud.

MQTT Client One , MQTT Client Two data format is the same as King Pigeon cloud MQTT data
format. Refer to: King Pigeon MQTT Data Format

MQTT Client Two configuration refer to MQTT Client One
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4.2.9.3 Alibaba Cloud

#4 4G Industrial Gateway ConfigUrationTool V1.0.5 www.blilot.com - X

QDevi(e Search [IBNew Configuration [@ifimport Configuration File [gillExport Configuration File 4t Read Data ¥ Save Data & Monitoring Bl Log nglq% @ About

By BLTTUUA
G- COM1

i

@, FX3U
- COM2

Basic

- COM3
—a COM4 Enable

Ali 10T Cloud

i
2 1aN Secrst key (I X509 Name  Online Status

Variable Point Type  Port Device Variable Name

;
L@, 57-200SMART Productey |

MART

WAN

DeviceName [

R 46

DeviceSecret

‘ Alarms And Events|

~& Modbus TCP S
@, OPC UA

E TaskPlan Regional East China 2 (Shanghai) v
- .

B & DataServices Root Certificate

®, Modbus RTU = .

Automatic data uplosd cycle (10-9995)

B~ Cloud

|[ ok | concel ]

—&, MQTT Client One
@, MQTT Client Two
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Alibaba Cloud Configuration

Item Description
Enabi Green indicates Alibaba Cloud is enabled
nable
Gray indicates Alibaba Cloud is not enabled. Default is disabled
Default is connecting with Secret Key. Click it to move the
Secret Key/X.509 i . . o
button on the right for connecting with Certificate.
Set the same ProductKey as the one in Ali Cloud.
ProductKey . ) . ) , N
See below illustration (Device-Click DeviceSecret to view it)
] Set the same DeviceName as the one in Ali Cloud
DeviceName ) ] ] ) ) o
See below illustration (Device-Click DeviceSecret to view it)
Set the same DeviceSecret as the one in Ali Cloud
DeviceSecret _ . . . . N
See below illustration (Device-Click DeviceSecret to view it)
Region Select Alibaba Cloud Region, default is East China 2(Shanghai)
Root Certificate | Select file to upload (Need to select certificate X.509 first)

Client Certificate

Select file to upload (Need to select certificate X.509 first)

Client Secret Key

Select file to upload (Need to select certificate X.509 first)

Automatic Data
Upload Cycle

Cycle time of data sending. Default is 30s

Publish Datapoint

Default is blank box with all datapoints to be uploaded
Right click the box and click Add to select datapoint for

Selection ] ] S
uploading. Click OK to confirm it.
OK Confirm Alibaba Cloud setting
Cancel Cancel Alibaba Cloud setting
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Device Certificate

Dirice Corificate copy

Certificate Installation Modes

Intreskoriion tn e unepss-ca sty -oer-drves ane Lrusus e - pe - predu podes

Alibaba Cloud device model is under development. Thus datapoint must be added one by one.
MQTT flag must be the same as the one in configuration software. For example, collect datapoint
VW8 of PLCS7-200SMART. MQTT flag in configuration software is VW8. Then set datapoint as VW8
in cloud. Function name can be different from variable name in configuration software.

e bubslic Instance; IoT Platform / Devices / Products / Product Details / Define Feature

Devices ..« Edit Draft
Product Name BLIOKEZS ProductKey w Copy

Devices @ You are editing a draft. You need to cick Publish to apply the TSL model
Group: i

import TSL Model Version History v/
Jobs

Enteramodulenar Q|+ Default Module

CA Certificate

Default Module
Rules v
Festure Type Festure Name(el) 7 dentiter 1 Data Type Dats Defiition Actions
i v +Add Module
Malntshance Value Range: 2147483648 ~ 214748
Properties vwe vwe Int32 e Edit | Delete
Resource Allocation
) Value Range: 2147483646 -~ 214748
Link Analytics (2 Properties W6 Wie Int22 o et | Delets
ik Vi v Valus Range: 2147483646 ~ 214728
i visual — s s e s e | e
Documentation and Tools
Valus Range: 2147483646 ~ 214748
— - e . s pe -
Value Range: -2147483648 -~ 214748
Properties o wio In22 SleE cdit | Delete

3647

Properties ar @ Edit | Delet
Properties as s Edit | Delet

&) Feedback
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QDevi(e search [BNew Configuration [Elfimport Configuration File uExporl Configuration File iRead Data iSave Data £ Monitoring iog nﬂlD% @ About

E’Tg BLTTOUA
& | Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address |MQTT Flag| Enable  Ratio
= COM1 Q00 Q 00 bool 8 000002 Q0 |oleAndW  nene
i A . !
L@ mxauU Qo Q 01 bool 9 000010 Q1 |oleAndW none
Qo.2 Q 0.2 bool 10 000011 Q2 ble And W none
- COM2 | ooz Q 03 bool 1 000012 03 |oleAnd W none
| coa a 04 bool 12 000013 04 |leAndW none
= COM3 | ocos Q 05 bool 13 000014 Q@5 |oleAndW  nene
- COM4 Qo6 a 06 bool 14 000015 Q5 |oleAndW none
| Qo7 Q 07 bool 15 000016 Q7 ble And W none
& LaN | vwo ww 0 int16 S 400009 VWO foleAnd W 1
i | Vw2 vw 2 int16 10 400011 Vw2 ble And W 1
b 4 vwa v 4 int16 12 400013 vwa  foleAnd W 1
& waAN L T e e R e ok o it a4 S000L5 YW __pledndW. T
prop g 5
8 intlé 16 400017 vwa ble And W 1
R 46
‘ Alarms And Events
a TaskPlan
= E DataServices
@ Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
& OPC UA
B~ Cloud

—@& MQTT Client One
@ MQTT Client Two

@ Ali 10T Cloud

—& HUAWEI 10T Cloud

@ AWS IOT Cloud
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Note: Currently Alibaba cloud device shadow is not supported. Data is written through online
debugging. Multiple data sending is not supported.

4.2.9.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate. It supports multiple service IDs. Click
Add to set Service ID. ID can be viewed from the drop-down list. Click Delete to delete service ID.
HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click the box and
click Add to enter datapoint dialog box. Select the datapoint to upload and click OK to confirm it.
Double click the datapoint to view its attributes.

Note: 1. Datapoint box is blank in default which means all datapoints will be uploaded. If there’re
multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints for uploading must
be selected for other Service IDs.

2. HUAWEI Cloud device shadow function is not supported. Data is written through synchronization
command.
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QDevice Search [ New Configuration [mlimport Configuration File HExport Configuration Filt 4 Read Data ¥ Save Data & Monitoring B Log nﬂh%’ @ About
) FX3U [
g COM2 5 :
Basic Information
—a COM3 [
=
& COM4 (2 HUAWEI |OT Cloud
&g
¢ >
L.@ S7-200SMART | peiee Varisble Point Type  Port Device Variable Name o
WAN Server IPf Domain Name | ] L Name  Online Status

3U e
- B8 G
R 4G Server Port (1-65535) staaRT "

7‘ Alarms And Events

a TaskPlan eyt Ky () %500
[EI"-E DataServices Device ID [ ]
@ Transparent tra Device Secret Key [ ]

@& Modbus RTU = Root Certificate [:]
@ Modbus TCP Se Client Certfieate ]
= ORGUA i [ |
8 @ cloud Sonee D

@ MQTT Client On
= AT omalic -into i e eyl (10-9995)
@ MQTT Client T

MQTT Data retransmission
@ AllIOT Cloud »

t@, AWS [OT | Double click to set properties
—@, Kingpigeon MQTT

-@, Kingpigeon Modbus
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HUAWEI Cloud Configuration

Item Description

Green indicates HUAWEI Cloud is enabled.
Gray indicates HUAWEI Cloud is disabled. Default is disabled

Enable

Select connecting to HUAWEI Cloud via MQTT to enter console.
Click Overview to get server IP address of device connection

" HUAWEI CLOUD

= |6T Platform = / Instance Details

- Default E Default
Server IP/ & | —— i s
Fiiy
Domain Name e st D
> =
2 Rules - o sl Access Protocol (Port) Access Address
& HITPS (443) o
t Applicati_.
] s AMOP [m]}

it CoaR ) CoAPS (5634) o
3 Device a.. HTTPS (8943) o
G MQTT (1883)  MQTTS (8683) fal

Default is 1883, input 1883 for connecting with Secret Key
Server Port ] ] - ]
Input 8883 for connecting with Certificate (Required)

Default is connecting with Secret Key. Click it to move the button
Secret Key/X.509

on the right for connecting with Certificate

Set the same ID as the one in HUAWEI Cloud(Device-Device ID)

2 HuawelcLoup

e

 Device Details

Commeands Device Shadow Message Trace Child Devices Tags
Delault

BLIOT £ & offine @  frodus BLIOT

BL101-uA [

—= oT Platform

Device ID

Jan 22, 2021 12:06:20

GMTE00

[z

Device Secret Set the same Device Secret Key as the one in HUAWEI Cloud
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Key when creating device in HUAWEI Cloud. If it’s forgot, it can be
reset in device authentication.
(Not necessary if connecting with certificate is selected)
Root Certificate | Select file to upload (Need to select certificate X.509 first)

Client Certificate

Select file to upload (Need to select certificate X.509 first)

Client Secret Key

Select file to upload (Need to select certificate X.509 first)

Service ID

Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)

HUAWEI CLOUD

IoT Platform Products / BL10T

(=] x

Add Service
| Basic edition oI BL101 i |

{2,
o

B

0y
7 9
7 2
2 <
i :

z

uuuuuuuu

Data Type 21

B b

Manufacture]

(]

ChMie - Model Def Cancel

B &
R

el
)

Multiple Service IDs are supported

Automatic Data
Upload Cycle

Cycle time of data uploading. Default is 30s

MQTT Data
Re-transmission

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted once
network resumes. Max 100000 datapoints can be re-transmitted.
If more than that, the previous ones will be deleted.

Datapoint Default is blank box with all datapoints to be uploaded
Uploading Right click the box and click Add to select datapoint for
Selection uploading. Click OK to confirm it.
OK Confirm HUAWEI Cloud setting
Cancel Cancel HUWEI Cloud setting

Set datapoint in HUAWEI Cloud as below picture. If there’re multiple service IDs in configuration
software and each service ID has different datapoints, configure the same service ID in HUAWEI

Cloud. Put MQTT flag as attribute name. For example, collect datapoint Q0 of PLC
S7-200SMART, put configuration software MQTT flag QO as attribute name.
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QDevi(E Search [ New Configuration [@lflmport Configuration File H xport Configuration File iRead Data iSave Data
= a oo = - b ot —

@ About

[;} Name Value Unit Type Address  Data type Modbus Maps Addres: Modbus PLC AddreSydMQTT Flag| Enable Ratio
- Q00 Q 00 kool 8 000009 Q0 |oleAndW none
i 5 5
L@ mau Q0.1 Q 0.1 bool ] 000010 a1 ole And W none
Q0.2 Q 02 bool 10 000011 foF] ole And W none
- COM2 Q0.3 Q 0.3 bool 1 000012 for] ole And W none
Q0.4 a 0.4 bool 12 000013 Q4 sle And W none
- COM3 Qos a 05 bool 12 000014 a5 |sleAndW  none
& COM4 Q0.5 a 0.6 bool 14 000015 Q6 sle And W none
Qo7 o 07 bool 15 000016 a7 sle And W none
B-E] Lan VWO W o int16 8 400009 VWO Sle And W 1
1 e o ww2 ww 2 intl6 10 400011 vw2  fole AndW 1
. BoUsk ’ Vw4 v 4 int16 12 400013 VW4 [ole And W 1
= : 5 : W 6 int16 14 400015 VW6 [ole AndW 1
Double click set rti d right click to delete the d.
WAN ouble click set properties and right click to delete the device [} = ks 2 sl S S
AR 4G
‘ Alarms And Events
E TaskPlan
8 & DataServices
@, Transparent transmission
&, Modbus RTU = Modbus TCP
@, Modbus TCP Server
@ OPC UA
8- Cloud

—@& MQTT Client One
@ MQTT Client Two
@, Ali 10T Cloud

@, HUAWEI IOT Cloud
-@ AWS I0T Cloud

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

4.2.9.5 AWS (Amazon Web Service)

Note: 1. Datapoint box is blank in default which means all datapoints will be published. If multiple
topics are published, only one topic datapoint box can be blank. For other topics, datapoints for
publishing must be selected.

2.AWS Cloud data writing function is not supported
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%1’ 46 Industrial Gateway ConfigUrationTool V1.0.5 www:.bliiot.com = ¥
QDevi(e Search [ New Configuration [@import Configuration File uExpor‘t Configuration File iRead Data iSave Data Muniioi ing Log ﬂﬂﬁ% @AbUUt
& FX3U [
-5 COM2

[Basi: Information

- COM3

— & COM4

)
[«

AWS |OT Cloud

""" ® S7-200SMART Address Vadiable Point Type:| Ptk Dice Variable Name | [status
, WAN Server 1Y Domain Nafs [ ] il;ame Or||ine.Status
A 46 SMART
—‘ Alarms And Event: serverfert (iresse3) "
a TaskPlan
[EPWE DataServices el [ ]
@, Transparent tr: Clontis [ ]
® Modbus RTU 4 Root Certiﬁcate[ “Il
® Modbus TCP Sf | Client cmiﬁcate[ “:l
@ OPC UA Client Secret Key | (|
& Cloud Publich Top;c@
& MQTT Client | Automatic data upload cycle. (10-9995)

8 MQTT Client T
—@ Ali 10T Cloud
~@ HUAWEI 0T Cloud I

|{ ok | caneel |

& Kingpigeon [ bie click to set properties

--@ Kingpigeon Modbus

©Copyright 2021 by Shenzhen Beilai Technalogy Co.Ltd

AWS Configuration
Item Description

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled
Input AWS Connection Endpoint

Enable

( Sign up for an AWS account, create a user and grant
permissions. Open AWS loT Console, click Manage, click
Things, click created device BL101 and then click Interact to get

the endpoint)

Server I P/ AWS loT X AWSIoT > Things > BLTOT

Domain Name
» Onboard 300( ctions -

Details This thing already appears to be connected, Connect a device

Typ

Thing groups HTTPS
Billing groups

Jobs Update your Thing Shadow using this Rest API Endpoint. Learn mare

Jab templates

Tunnels

b Fleet Hub Activit MQTT

b Greengrass
4 Use topics to enzble applications and things to get, update, or delete the state information for a

» Secure . pesi Thing (Thing Shadow) Learn mare

Server Port 8883 (Required)
Item Name Set ltem Name
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Bk Services ¥

AWS loT X AWSIoT > Things » BL101

Maonitor

Activity

» Onboard

¥ Manage

Types

Thing ARN

A thing Amazon Resource Name uniquely identifies this thing.

Type

Thing groups

Billing groups

Jobs
Job templates

Tunnels Interact

aws Services ¥ +5] &

AWS loT X AWSIOT > Things > BL101 LU

My Organization

Monitor
Client ID Activity My Service Quotas
R My Billing Dashboard
My Security Credentials

¥ Manage
Things I Details Thing ARN Sign Out
pe Seclirity A thing Amazon Resource Name uniguely identifies this thing.
Thing groups Thing groues

-~ Download AmazonRootCA1.pem from AWS cloud platform and
Root Certificate

upload it to device.

Device Certificate

Download device certificate from AWS cloud platform and
upload it to device.

Device Private Key

Download device private key from AWS cloud platform and
upload it to device.

Publish Topic

Input the same topic when creating rules in AWS cloud. It's the
topic used for MQTT publishing message.
Click Add to create more Publish Topics. Select Publish Topic

and click Delete to delete it.

AL services ¥ | @ Search for services, features, r

Tunnets =
» Fleet Hub
BL
» Greengrass ENABLED
> Secure
» Defend | overview Description

Mo description

Rule query statement

The source of the messages you want to process with this rule.

Using SQL version 2016-03-23

Automatic Data
Upload Cycle

Cycle time of data uploading. Default is 30s

Default is blank box with all datapoints to be published

Datapoint Publishing _ ) ) _
] Right click the box and click Add to select datapoint for
Selection o ] o
publishing. Click OK to confirm it..
OK Confirm AWS setting
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-
.
~

Cancel

Cancel AWS setting

4.2.9.6 King Pigeon Cloud via MQTT

King Pigeon MQTT Data Format refer to: King Pigeon MQTT Data Format
Configure it as below:

£5" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

QDevi(e Search [ New Configuration [Elimport Configuration File [gifExport Configuration File 4% Read Data ¥ Save Data & Monitoring B Log iz= @About

=

Le

HRY 4G

- COM3
- COM4
@] LAN

WAN

—-‘ Alarms And Events
B TaskPlan

FX3U

- COM2

Basic

ERY
Bt
i

|(:) Enablel

S7-200SMART

Kingpigeon MQTT

status

Varisble Point Type  Port  Device Variable Point Nam

Server [P/ Domain Name |

mgtt.dtuip.com

] Name  Online Status

S e

3U [
ISMART -

|c4ient|D [ ]l
B DataServices
User Name | MoTT |
@ Transparent tra
@ Modbus RTU Password [ MOTTEH )
& Modbus TCP §
L@ opcua Subscribe Topiy | ]
Publish T
B8 & cloud i J
B GTECISED Automatic data upload cycle | 20 | (10-0995)
MQTT Data retransmission ()
& MQTT Client T
i ]
—@ Ali 10T Cloud | oK Cancel
-@ HUAWEI 10T Cloud I
—~@ AWS 10T Cloud
-, Kingpige

Dovble ik ot ponaition|

©Copyright 2021 by Shenzhen Beilai Technolagy Co. Ltd

King Pigeon Cloud via MQTT Configuration

Item

Description

Enable

Green indicates King Pigeon cloud via MQTT is enabled
Gray indicates King Pigeon cloud via MQTT is disabled

Server IP/Domain Name

maqtt.dtuip.com

Server Port 1883(Required)
Input device serial number issued by King Pigeon
Client ID (Contact King Pigeon sales to get the serial number if
required to connect to King Pigeon cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number

Automatic Data Upload

Cycle time of data uploading. Default is 30s

Cycle
Green indicates offline data will be transmitted once
MQTT Data network recovers; Gray indicates offline data will not be
Retransmission transmitted once network resumes. Max 100, 000

datapoints can be retransmitted. If more than that, the
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previous ones will be deleted

o ] Default is blank box with all datapoints to be published
Publishing Datapoint ) i i .
Right click the box and click Add to select datapoint for

Selection o ] o
publishing. Click OK to confirm it.
OK Confirm King Pigeon Cloud via MQTT setting
Cancel Cancel King Pigeon Cloud via MQTT setting

Configure datapoint with below procedure. First add datatpoint and then configure datapoint mark.

It must be the same as MQTT flag in configuration software. For example, collect datapoint Q1 of
PLC S7-200SMART, in configuration software MQTT flag is Q1, then set Q1 as read-write mark in
King Pigeon cloud.

=
=3 Device default group =
- -
Device BL10x =
F -
Y -
Link [ marT ] ©)
o
s Dropping custom s0 @
=
N - (. 1]
o Swilcn type (operabie o a |
a1 Switch type (operable o B |
a2z Switch type (operable o a e |
Qz Switch type (operable o a Delote |
@4 Switch type (operable o i’; ‘‘‘‘‘ |
as Switch type (operable o 3 e |
as Switcn type (operable o a |
Q7 Switch type (operable o ‘3 Daiete |
Vo Numerical Type 0 (cecimal piaces) A~ o 8 [oece | 1~
Vw2 merical Type 0 (decimal places) A~ o a | =
vwva Numdical Type 0 (decimal places) A~ o a | I
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@, MQTT Client One
@ MQTT Client Two

@, Ali 10T Cloud

—& HUAWEI IOT Cloud

@ AWS 10T Cloud

£5" 4G Industrial Gateway ConfigUrationTool ¥1.0.5 www.bliiot.com - %
QDevi[e Search BNE‘W Configuration \mpor‘t Configuration File uExpOrt Configuration File iRead Data_ ¥ Save Data “ Monitoring ?—0_9 ﬂ @About
©F @ BLTTOUA
& Name  Value Unit  Type Address Datatype Madbus Maps Addres: Modbus PLC Address |MQTT Flag| Enable  Ratio
~ COM1 Qoo Q 0.0 bool 3 000009 Qo ole And W none
{ . \
L@ meu Qo1 Q 01 bool 9 000010 at Sle And W none
Qo2 Q 02 bool 10 000011 Q2 sle And W none
- COM2 Q0.3 Q 0.3 boal " 000012 [o£] ole And W none
Qo4 Q 04 bool 12 000013 Q4 ole And W none
= COM3 Qo.5 Q 0.5 bool 13 000014 Qs sle And W none
& COM4 Qo6 Q 06 bool 14 000015 Qs ole And W none
Qo7 Q 0.7 bool 15 000016 ford sle And W none
B LaN VWO vw o int16 3 400009 VWO fole And W 1
t e ¥ w2 vw 2 int16 10 400011 w2 fole AndW 1
A r VWA VW 4 int16 12 400013 VW4 fole And W 1
& wWaN Double dlick set properties and right dlick to delete the device [V 1 intlh L 400015 VW6 fole AndW 1
: 1 8 int16 16 400017 VWe  fole AndW 1
g 45
M Alarms And Events
B TaskPlan
=] s DataServices
@, Transparent transmission
® Modbus RTU = Modbus TCP
@ Modbus TCP Server
@ OPCUA
B Cloud

OCopyright 2021 by Shenzhen Beilai Technology Co. Ltd

4.2.9.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and custom Modbus cloud can be connected via Modbus RTU protocol.

BL110 supports function code 01, 05 of Boolean data and function codes 03, 06 of numerical data.

16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

#4° 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

- X

QDevite Search [ New Configuration [gllmport Configuration File HExporl Configuration File iRead Data iSavE Data = Monitoring ch nnu:.% @ About

----- @ FX3U
-4 COM2 :
Basic
—a COM3
& COMa Kingpigeon Modbus
B LAN
L@ $7-200SMART Cougec =l L ctatus, gray represents the offline status
& wan Server 17/ Domain Name line Statue @) | Port  Devico Name  Online Status
! comt FX3U (]
RY 4G Server Port (1-65535) nestatus @ Ly s7-200smaRT -
- Alarms And Events (You can change the server address to log in to other cloud platforms) | fhe status @
a TaskPlan e Status (@
= ;
8l e et i o e @
@, Transparent transmission 4 [y :} (MAX100) et @
@ Modbus RTU = Modbus TCP .
Login ACK Message (MAX100) status @
@ Modbus TCP Server TR
Heartbeat Message (MAX100) Sin ®
@ OPCUA Heartbeat ACK M. 2
B Cloud L ®
i SIM R Heartbeat Interval (1-3995)
-@ MQTT Client One
<@, MQTT Client Two
@ Al 10T Cloud
—@, HUAWEI IOT Cloud
@, AWS 0T Cloud
@, Kingpigeon MQTT

i
TERY Set properties

[T

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

King Pigeon Cloud via Modbus

Item

Description

Enable

Green indicates King Pigeon Cloud via Modbus is enabled
Gray indicates King Pigeon Cloud via Modbus is disabled

Server IP/Domain Name

modbus.dtuip.com

Server Port

6651 (Required)

Modbus Station/ID

Set Modbus communication address of this Gateway device
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) Input device serial number issued by King Pigeon
Login Message ] ) i
(Contact King Pigeon sales to get the serial number)

_ Server acknowledges login messages (Not necessary for
Login ACK Message ] _
King Pigeon Cloud)

Heartbeat Message Q (Heartbeat message to keep connection)

Heartbeat ACK Message | A (Server acknowledges heartbeat messages)

Heartbeat Interval Cycle time of sending Heartbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting
Cancel Cancel King Pigeon Cloud via Modbus setting

Configure datapoint in King Pigeon Cloud as below picture. First create datapoint, then configure
Modbus ID, function code, address, data format, byte sequence and data collection cycle. Modbus
address in King Pigeon cloud and configuration software is deviated by 1. For example, datapoint Q0
of PLC S7-200SMART in configuration software is 8, then put 9 in cloud. Sensor names in cloud can
be different from those in configuration software

rL
= [V re——
(o] -

—— e : =
< default group ]
-

Device BL10% s
- -
- Link MB RTU D
©
- = 5 Custom so >

—— o |
= S Acaitior
= =wTET TYRE

Switcn type (operable

Switch type (operable
Switcn type (operable
Switcn type (operable
Switch type (operable
Switen type (operable
Numerica | Type 0 (decima | places) -

umerical Type 0 (decimal places) 4~

o o e || 8| | | | e | e e || e

vwva N\merical Type O (decimal places)

CREEREREPREREREE

* Device List

Siave Acquisition
nsor Function Coda Bias Data Format Data Bits Byte Order.
Asdress Cycle.

wio ' 03Read and wete

03Read and wite

Ve I n s 1 03Read and wrte

03Read and wrte
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E./f‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com = X

QL Device Search INew Configuration [@liimport Configuration Fil [gi§Export Configuration File 4 Read Data ¥ Save Data & Monitoring Ellog BEE= @About

-3 BL110UA i s¢|[Modbus PLC Address MQTT Flag Enable  Ratio
&= comi 0.0 Q 0.0 bool 8 000009 Q0 SleAndW none
T a1 a 01 Bool g 000010 Q1 oleAndW none
. —@ FX3u (K] a 0.2 bool 10 000011 a2 sle And W none
| 003 a 03 boal 11 000012 Q3 DoleAndW none
[ COM2 Q04 a 04 bool 12 000013 Q4 SleAndW none
- COM3 Qo5 a 05 bool 13 000014 Q5 bleAndW none
Q06 a 06 bool 14 000015 Q6 oleAndW none
— & COM4 Qo7 a 07 bool 15 000016 Q7 oleAndW none
vwo w 0 int16 8 400009 VWO sleAndW 1
LAN w2 ww 2 int18 10 400011 VW2 oleAndW 1
. vva w 4 int16 12 400013 VWA oleAndW 1
Vw6 ww 6 int16 14 400015 VW6  sleAndW 1
WAN vwa w 8 int16 16 400017 VW8 sleAndW 1
R 46
‘ Alarms And Events
a TaskPlan
B & DataServices
=@ Transparent transmission
- & Modbus RTU = Modbus TCP
& Modbus TCP Server
@ oPCUA
B4 Cloud

L@ MQTT Client One
@ MQTT Client Two
L@ Al 10T Cloud
‘»f—@ HUAWEI IOT Cloud
_ l@®awsioTCloud -\

BCopyright 2021 by Shenzhen Beilai Technology Co., Ltd

5 BL110 Gateway Application Example

5.1 Add Modbus Device

Connect |0 Module M140 to BL110 COM2 port and connect 4G RTU S475 to BL110 LAN port.
M140T DI DO data is collected from COM2 via Modbus RTU protocol. S475 device data is collected
from LAN port via Modbus TCP protocol. Connect BL110 WAN port to industrial router R40 LAN port.
Router R40 provides network to BL110 Gateway.
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5.1.1 Connect M140T & S475 to BL110

10 Module M140T
IOT Gateway BL110

Router R40

Switch N81  RS485

4G RTU S475

Network Switch N81 is connected to BL110 LAN port. S475 is connected to Switch N81. S475 device
data is collected through LAN via Modbus TCP. M14T data is collected through COM2 via Modbus
RTU protocol. Collected data will be sent to various clouds via 4G router R40 with its routing function.
Note: Both WAN and LAN can collect device data. The configuration procedure is the same. This
example is introduction to LAN port configuration.

5.1.2 COM Port Configuration

All 4 COM ports configuration procedure are the same. COM1 is RS232. COM2, COM3 and COM4
are RS485. Below example is connecting 10 Module M140T to COM2 via RS485

5.1.2.1 COM2 Configuration

COM2 collect M140T data via Modbus RTU. Below is the configuration.
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7y 4G Industrial Gateway ConfigUrationTool V1.0.5 wuaw.blifot.com - X
QDevi(e Search [New Configuration [@llmport Configuration File uExport Configuration File 4 Read Data ¥ Save Data & Monitoring [BlLog A== @ About
=-E8 BL110UA Name  Value Unit Type  Address Datatype Modbus MapsAddress Modbus PLC Address MQTT Flag Enable  Ratio

B COMI

CC1 Double click to set properties,right click to add device

& COMZ »  Serial Port Attributes
E-E) LAN Mode Selection [ Collection |
WAN -C ication Protocol
R 46 P
‘ Alarms And Events
- TaskPlan IDevice Model B

B-& DataServices

g % CELasTEa—,,,,,...
@ Transparent transmission 2

& Modbus RTU = Modbus TCP
& Modbus TCP Server

& OPC UA

B Cloud

@ MQTT Client One
-@, MQTT Client Two
—@ Ali IOT Cloud

—® HUAWEI 10T Cloud
-@ AWS 10T Cloud

Baud ( 9600 ]  Swpsit [ 1 -]

DataBit [ 8 |  ParityBit [ None ~]

—@), Kingpigeon MQTT

@) Ki i Moadhi

©Copyright 2021 by Shenzhen Beilai Technology Co,Ltd

(1) Double click “COM2” to enter configuration window

(2) Mode Selection: Collection

(3) Device Brand: Modbus; Device Model: Modbus RTU

(4) Baud rate, Stop bit, Data Bit and Parity Bit will be set the same as that in M140T RS485 port
(5) Click OK to confirm

Note: Click Save Data. Gateway will restart automatically. COM configuration will be valid after
device restarting

5.1.2.2 Add COM Port Device M140T

:/-‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com — X

QDevice Search IB§New Configuration [Efimport Configuration File quort Configuration File iRead Data iSavE Data Monitoring Log n iz= @ About

&5 sL1100A | Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
é}' COM1
[
- COM3
4@ COM4
B LAN i Device Information
) wan Devica Name [ M140T | (MAX30)
@) 4G
._, Alarms And Events Uisvien Propeets
B Taskplan Station ID (1 Jaem
8- DataServices 16-bit Data Type
@& Transparent transmission 32-bit Data Type
@ Modbus RTU = Modbus TCP
& Modbus TCP Server
@ OoPCuA
& Cloud

@ MQTT Client One
—@, MQTT Client Two
—& Ali 10T Cloud
@ HUAWEI 10T Cloud
& AWS IOT Cloud

L@ ki i MOTT

©Copyright 2021 by Shenzhen Beilai Technology Co, Ltd

(1) Click COM2, right click the mouse and click Add to enter configuration box
(2) Set device name, for example, set M140T as device name
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3) Input device modbus adress, for example, if M140T Modbus ID is 1, put 1

4) Select Type of data to be collected.

5) Click OK to confirm adding M140T

6) Click COM1 to view the added device M140T. If more devices to be added, perform the same

~ o~ o~ o~

procedures as above Step (1)-(5)
Note: Click Save Data. Gateway BL110 will restart automatically. After restarting, M140T is added

successfully.

5.1.2.3 Add COM Port Device M140T Datapoint

3 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com -x
QDcviw search [IENew Configuration [Elimport Configuration File u[xpclrt Configuration File iRcdd Data i&wc Data & Monitoring Lo:j nﬂv’éﬁ @ ~bout
=] BL110UA Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
} o OTResd Cols 0 Eoal TS BT BOT— Ble And W rone
E e coni bo2 01Read Coils 1 bool 17 000018 DO2  sleAndW none
B COM2 po3 01Read Coils 2 bool 18 200019 DO3  oleAndW none
T pos 01Read Coils 3 bool 19 000020 DO4  bleAndW none
! bos 01Read Coils 4 bool 20 000021 DO5  oleAndW none
i 01ReadCoils 5 bool 21 000022 DO6  oleAndW none
- COM?‘ Double click set properties and right clifk to delete the device | 01 Read Coils 6 hd 2 000023 DO7  bleAndW none
L COMA Do 01Read Coils 7 bool 23 000024 DOB  oleAndW none
| INT zad DiscreteIr 0 bool 24 000025 DINT  Read-Only none
® LAN I sad Discratele 1 R g ey Din Bead.Ocl,_nan
¥ gad Disceate poo Lt
1 DING S - - DIN3  Read-Only none
| WAN i B Variable Attributes DINA  ReadOnly none
UR) 4G DINS DINS  Read-Only none
| DING Variable Name [ TAGo01 | Variablewnit [ | DING  Read-Only none
M Alarms And Events DIN7 DIN7  Read-Only nene
L iy rsien ki T Saning dres ONe  Remd.Onrome
B8 DataServices Data type In DB Address Offset In DB
| () Transparent transmission Data type Add Number 1
@ Modbus RTU = Modbus TCP Read-Write Type [ Readable And Writak ~
-® Modbus TCP Server
H Modbus Maps Addresses 3z (0-2000) MQTT Flag REGOO1
| —@orcuA {Customizable)
B Cloud
_
@ MQTT Client One
—& MQTT Client Two
& Ali 10T Cloud
—& HUAWEI 10T Cloud
—& AWS 10T Cloud
=@ _Kinaniaean MOTT
©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Click M140T, move mouse cursor to the right box, right click mouse to enter datapoint
configuration window

(2) Set datapoint name, for example, DO1

(3) Address Type: Select the address type to be supported by the function code of datapoint, for
example, select 01 reading holding coil for M140T DO as it supports function code 01; select 02
read input coil for M140T DI as it supports function code 02

(4) Data Type: Select datapoint data type. For example, select bool for M140T DI & DO as both are
coil type.

(5) Read-write Type: Automatic identifying read-write type according to Address Type

(6) Variable Unit: Input any required unit

(7) Starting Address: Input datapint register address, for example, DO1 register address in M140T is
0, input 0

(8) Adding Qty: if consecutive addresses are collected, the same function code can multiply be
collected

(9) Modbus Mapping Address: Input the address where the collected datapoint is saved in BL110. It
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can be any address from 0-2000 but can’t be repeated. For example, DO1 data is saved in
register address 0 of BL110
(10)MQTT Flag: can be any identification mark, but can’t be repeated
(11)Click OK to confirm
Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.
If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,
repeat Step (2)-(11)
Note: Click Save Data. Gateway will restart automatically. After restarting, M140T datapoints are
added successfully

5.1.3 Ethernet Port Configuration

Both WAN and LAN can collect device data. The configuration procedure is the same.

5.1.3.1 LAN Port Configuration

Below is the example of configuring LAN port to connect S475.

£ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X|

QDevi(e Search INew Configuration [limport Configuration File [gilExport Configuration File 4 Read Data ¥ Save Data & Monitoring [ELog ngié% @ ~bout

=-E3 BL110UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
- COM1
- COM2
L@ Mi40T (D:1)
—& COM3 = -
@ COM4 el Ethernet Settings
[ Double dlick to set properties ight click to add device Hilis & rouing (W
4R 4G 1P Address
‘ Alarms And Events
B Taskplan
HmE DataServices
& Transparent transmission MAC Address :

& Modbus RTU = Modbus TCP

@ Modbus TCP Server
—@ OPC UA
8- Cloud

~@ MQTT Client One
—@ MQTT Client Two
—@, Ali 10T Cloud

@ HUAWEI IOT Cloud
—@ AWS 10T Cloud

@ K H MOTT

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled. For examples, S475 has been set to auto
retrieving IP, then LAN port must enable DHCP.

(3) Routing: Enable network rounting function. Default is disabled. For example, S475 data will be
collected without network requirement, then disable routing function

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. It can be changed according to requirement. For example, S475 is set to auto
retrieving IP and the range is not limited,thus it's not necessary to change it.
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(5) MAC Addres: Input LAN port MAC address

(6) Click OK to confirm it

Note: Click Save Data and Gateway will restart. Turn off the power of Gateway and restart it. After
that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address
is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
according to requirement. IP Address change will not be effective until gateway is powered off and
powered on again

5.1.3.2 Add LAN Port Device S475

r;lr‘IG Industrial Gateway ConfigUrationTool V1.0.5 www‘bhiol.ct’:m - X
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‘ Alarms And Events Device Reac @ Single Device 1) Multi Device ID
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(1) Click LAN and right click mouse to enter device configuration box

(2) Device Name: input the name of device to be added, S475

(3) Device IP: input S475 IP address. For example, S475 is set to auto retrieving IP. Open S475
configuration software and view its IP(192.168.3.125). Thus input S475 IP 192.168.3.125.

Note: if LAN port IP is changed and LAN port device auto retrieves IP, please click Save Data, power

off gateway and power it on again. Then IP change can be viewed

(4) Device Port: input LAN port device port. For example, S475 Modbus TCP port is 502. Thus put
502

(5) Device Brand: Modbus; Device Model: Modbus TCP
(BL110 collects S475 through LAN port through Modbus TCP protocol)

(6) Station ID: 1, (S475 Modbus ID is 1)

(7) Select Data Type. For example, S475 power source and temperature & humidity data is 16-bit AB
type, 32-bit data is not collected. Thus select 16-bit AB type and keep 32-bit data type with default
setting

(8) Click OK to confirm the setting
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Note: S475 device icon will appear after confirming the configuration. If more devices to be added,
perform the same procedure as Step (1)-(8)

Note: Click Save Data and gateway will restart automatically. After restarting, device S475 is added
successfully

5.1.3.3 Add LAN Port Device S475 Datapoint

£4' 4G Industrial Gateway ConfigUrationTool V1.0.5 wwwbliiot.com -
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|
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(1) Click S475, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, temp

(3) Variable Unit: set any unit according to actual requirement, can be blank

(4) Address Type: S475 temperature supports function code 04, thus select 04 read input register

(5) Starting Address: 24 (Datapoint temperature register address in S475 is 24)

(6) Data Type: S475 temperature is 16-bit signed numeric data, thus select int16

(7) Adding Qty: If consecutive addresses to be collected, the same function code can collect it
simultaneously.

(8) Read-Write Type: Automatic Identifying it according to Address Type

(9) Ratio: set the ratio to be multiplied or minified for uploading to cloud

(10)Modbus Mapping Address: For example, S475 temperature data is saved in register address 8
of BL110).
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

(11)MQTT Flag: temp. It can be any identification mark and can’t be repeated. For example,
temperature datapoint MQTT flag is temp

(12) Click OK to confirm.

Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
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more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(12)

Note: Click Save Data. Gateway will restart automatically. After device restarting, S475 datapoint is
added successfully.

5.1.4 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds

5.2 Collecting PLC Data
5.2.1 Configuring Collecting Siemens PLC Data

5.2.1.1 Add Siemens PLC to COM Port
S7-200 COM is RS485. Below is example of adding Siemens PLC S7-200 to COM2. Connect

S7-200 RS485 to DB9 signal pin 3 & 8. PIN 3 connects to COM2 RS485 A and PIN 8 connects to
COM2 RS485 B

5.2.1.1.1 COM Port Configuration

#4" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
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(1) Double click COM2 to enter COM attribute configuration box.
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(2) Select data collection Mode

(3) Select Siemens as Device Brand and select S7-200 as Device Model

(4) Follow Siemens RS485 port parameters to set the same baud rate 9600, stop bit 1, data bit 8 and
parity bit Even

(5) Click OK to confirm it.

Note: Click Save Data. COM port configuration will be effective after gateway restart automatically.

5.2.1.1.2 Add COM Port Device S7-200
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1) Click COM2, right click it and click Add to enter device configuration box

2) Set Device Name at random like S7-200

3) Attributes will be set according to the actual device information. If no configuration, keep it blank
4) Click OK to confirm adding S7-200

Note: After confirming configuration, S7-200 device icon will appear below COMZ2. To add more

(
(
(
(

devices, follow the same steps (1)-(4)
Note: Click Save Data. Gateway will restart automatically and adding PLC S7-200 is effective

5.2.1.1.3 Add COM Port Device S7-200 Datapoint

Below is part of S7-200 register V & VW data configuration
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(1)Click S7-200, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box
(2)Variable Name: Set the name of datapoint to be collected, for example, VW10
(3)Variable Unit: set any unit according to actual requirement
(4)Address Type: select address type according to PLC register. Here VW10 address type is VW
(5)Starting Address: Register address of datapoint. Here VWO address is 10
(6)Data Type: select data type according to PLC register type
(7)Adding Qty: If addresses are consecutive, the same register will collect multiple addresses.
(8)Read-Write Type: select from Read only and Read & Write.
(9)Ratio: set the ratio to be multiplied or minified for uploading to cloud
(10)Modbus Mapping Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 18 as VW10 mapping address
(11)MQTT Flag: It can be any identification mark and can’t be repeated. For example: VW10
(12)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(12)
Note: Click Save Data. Gateway will restart automatically and S7-200 datapoint is added
successfully.

5.2.1.2 Adding Siemens PLC via Ethernet Port

Siemens PLC data can be collected through WAN, LAN and cascaded switch.
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5.2.1.2.1 LAN Port Configuration

Below is example of connecting Siemens PLC S7-200SMART to BL110 LAN port. LAN port
configuration is as below:
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(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled.

(3) Routing: Enable network routing function. Default is disabled. For example, PLC S7-200SMART
does not need network. Thus it's necessary to enable it.

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, S7-200SMART IP is fixed,
then change IP address of gateway.

(5) MAC Addres: Input LAN port MAC address

(6) Click OK to confirm it

Note: Click Save Data and Gateway will restart. Turn off the power of Gateway and restart it. After
that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address
is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
according to requirement. IP Address change will not be effective until gateway is power off and
powered on again
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5.2.1.2.2 Add LAN Port Siemens PLC S7-200SMART
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(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set S7-200SMART as device name.

(3) Device IP: input PLC IP address. For example, PLC S7-200SMART IP is 192.168.3.16, thus put

192.168.3.16 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in the

same range.

(4) Device Port: input LAN port device port. Default port of S7-200SMART is 102. Thus put 102.

(5) Device Brand: Select Siemens as Device Brand and select S7-200SMART as device model

(6) Click OK to confirm adding PLC S7-200SMART

Note: S7-200SMART device icon will appear after confirming the configuration. If more devices to be
added, perform the same procedure as Step (1)-(6)

Note: Click Save Data and gateway will restart automatically. After restarting, PLC S7-200SMART is
added successfully

5.2.1.2.3 Add LAN Port PLC S7-200SMART Datapoint

Below is part of S7-200SMART register Q & VW data configuration
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(1) Click S7-200SMART, move mouse cursor to the right box, right click the mouse and click Add to
enter datapoint configuration box

2) Variable Name: Set the name of datapoint, for example, VWO

3) Variable Unit: set any unit according to actual requirement

4) Address Type: select address type according to PLC register. Here VWO address type is VW

5) Starting Address: Register address of datapoint. Here VWO address is 0

(
(
(
(
(6) Data Type: select data type according to PLC register type
(7) Adding Qty: If addresses are consecutive, the same register will collect multiple addresses.
(8) Read-Write Type: select from Read only and Read & Write.
(9) Ratio: set the ratio to be multiplied or minified for uploading to cloud
(10) Modbus Mapping Address: Set address where datapoint will be saved in BL110.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
For example, set 8 as VWO mapping address
(11) MQTT Flag: It can be any identification mark and can’t be repeated. For example: VWO
(12) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(12)
Note: Click Save Data. Gateway will restart automatically and S7-200SMART datapoint is added

successfully.

5.2.1.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
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clouds. Refer to 5.4 Confiquration of Uploading Data to Various Clouds

5.2.2 Configuring Collecting Mitsubishi PLC Data

5.2.2.1 Add Mitsubishi PLC to COM Port

FX3U has RS422 port. Connects Mitsubishi PLC FX3U with RS422 to RS232 converting cable to
COM1. Configure it as below procedure.

5.2.2.1.1 COM1 Configuration

Connect FX3U with RS422 to RS232 converting cable to COM1. Configure it as below
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1) Double click COM1 to enter COM attribute configuration box.
2) Select data collection Mode

(
(
(3) Select Mitsubishi as Device Brand and select FX3U as Device Model
(

4) Follow PLC FX3U RS422 port parameters to set the same baud rate 9600, stop bit 1, data bit 7
and parity bit Even

(5) Click OK to confirm it.

Note: Click Save Data. COM port configuration will be effective after gateway restart automatically.
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5.2.2.1.2 Add Mitsubishi PLC FX3U to COM Port
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(1) Click COM1, right click it and click Add to enter device configuration box

(2) Set Device Name at random like FX3U

(3) Click OK to confirm adding FX3U PLC.

Note: After confirming configuration, FX3U device icon will appear below COM1. To add more
devices, follow the same steps (1)-(3)

Note: Click Save Data. Gateway will restart automatically and adding PLC FX3U is effective

5.2.2.1.3 Add COM Port Mitsubishi PLC FX3U Datapoint

Below is example of collecting PLC FX3U datapoints YO-Y7 & DO-7
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(2) Set datapoint name, for example, YO

(3) Variable unit: Set any unit as required.

(4) Address Type: Select the address type of Mitsubishi PLC register. Select Y for collecting YO
datapoint

(5) Starting Address: Input datapint register address, for example, YO register address in FX3U is O,
input 0

(6) Data Type: Select data type according to PLC register. For example, select bool for Y as it’s coll
type.

(7) Adding Qty: if consecutive addresses are collected, the same register can collect multiple
addresses.

(8) Read-write Type: Select from Read only and Read & Write according to PLC register.

(9) Modbus Mapping Address: Input the address where the collected datapoint is saved in BL110. It
can be any address from 0-2000 but can’t be repeated. For example, YO data is saved in register
address 0 of BL110

(10)MQTT Flag: can be any identification mark, but can’t be repeated. For example, set YO as the
MQTT flag of datapoint YO

(11)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(11)

Note: Click Save Data. Gateway will restart automatically. After restarting, PLC FX3U datapoints are

added successfully

5.2.2.2 Adding Mitsubishi PLC to Ethernet Port

Collecting Mitsubishi PLC via Ethernet port is under development

5.2.2.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds
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5.2.3 Collecting OMRON PLC Data

5.2.3.1 Add OMRON PLC to COM Port

Add OMRON PLC via COM port is under development

5.2.3.2 Add OMRON PLC via Ethernet Port

OMRON PLC data can be collected through WAN, LAN and cascaded switch

5.2.3.2.1 LAN Port Configuration

Below is example of adding OMRON PLC CP1L-EL to LAN port. Configure it as below

f}‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice search [ New Configuration [glimport Configuration File HExpor‘t Configuration File 1Read Data iSa\/e Data £ Monitoring Log nﬂi%% @ ~bout

E' BL110UA Name Value Unit Type Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
é»' COM1

G- COM2

-4 COM3

—a COM4

N
Beilal
e

Ethernet Settings

&l WAIDouble dlick to set properties right click to add device

4 46 DHCP (I Routing (I
,.. Alarms And Events IP Address 192.168.3.1
% E TaskPlan

& E DataServices

~@, Transparent transmission

& Modbus RTU = Modbus TCP MAC Address [ 080027<29cd1 |
& Modbus TCP Server
@ OPCUA 1

8- Cloud

&, MQTT Client One
—@, MQTT Client Two
—®, Ali IOT Cloud

—®& HUAWEI 10T Cloud
& AWS IOT Cloud
@, Kingpigeon MQTT
@ ki i Radh
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(1) Double click LAN to enter configuration box
(2) DHCP: enable auto IP distribution. Default is disabled.

(3) Routing: Enable network routing function. Default is disabled. For example, PLC CP1L-EL does

not need network. Thus it's necessary to enable it.

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, CP1L-EL IP is fixed, then

change IP address of gateway.
(5) MAC Addres: Input LAN port MAC address
(6) Click OK to confirm it

Note: Click Save Data and Gateway will restart. Turn off the power of Gateway and restart it. After

that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address
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is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
according to requirement. IP Address change will not be effective until gateway is powered off and
powered on again

5.2.3.2.2 Add OMRON PLC CP1L-EL to LAN Port

U‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search [ New Configuration [glimport Configuration File uExpor‘t Configuration File 4 Read Data ¥ Save Data B Monitoring B Log nEi.:% @ About
=& BLTTOUA [

& COM1

Name Value Unit Type Address Data type Modbus Maps Addresc Modbus PLC Address MQTT Flag Enable  Ratio |

@ COM2
-4 COM3
-4 COM4

/ Gt Device Information

U@ cpile] Device Nan CPIL-EL (MAX30)

Device IP
WAN
Device Port 9600 | (1-65535)

192.168.3.151

R 4G

M Alarms And Events
a TaskPlan

5-& DataServices

<) Transparent transmission

@ Modbus RTU = Modbus TCP
® Modbus TCP Server

& opPcuA

B Cloud

@ MQTT Client One

—&@ MQTT Client Two
~-@ Ali 10T Cloud

@, HUAWEI IOT Cloud
& AWS 10T Cloud
-@ Kingpigeon MQTT
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(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set CP1L-EL as device name.

(3) Device IP: input PLC IP address. For example, PLC CP1L-EL IP is 192.168.3.151, thus put
192.168.3.151 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in
the same range.

(4) Device Port: input LAN port device port. CP1L-EL default port is 9600

(5) Device Brand: Select Siemens as Device Brand and select CP1L-EL as device model

(6) Click OK to confirm adding PLC CP1L-EL

Note: CP1L-EL device icon will appear after confirming the configuration. If more devices to be added,

perform the same procedure as Step (1)-(6)

Note: Click Save Data and gateway will restart automatically. After restarting, PLC CP1L-EL is added
successfully

5.2.3.2.3 Add LAN Port OMRON PLC CP1L-EL Datapoint

Below example is part of PLC CP1L-EL register CIO & D data configuration
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Fi 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com =

QqDevice Search I New Configuration [Elimport Configuration File |gExport Configuration File 4 Read Data ¥ Save Data @ Monitoring BlLog @gES @About
=3 BL110UA Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
Clo0 cio 0.0 bool 24 000025 Cloo0 ole And W none
E"\ com1 CIO15 Clo 015 bool 25 000026 ClO15 sle And W none
5 100 D 100 int16 27 400028 D100 ble And W 1
& FX3U [Bioo 1
1 D32600 D 32600 int16 28 400029 D32600 sle And W 1
-4 COM2
—a& COM3 ) - q
[ Variable Attributes
L COM4
LAN Variable Name 1 D100 ] Variable Unit [:!
&l wan Data type In DB Address Offset In DB
R 46
M Alarms And Events 3
-a TaskPlan Read-Write Type | Readable And Wiritak ~ Ratio | 1
E £ Dataservices Modbus Maps Addresses 27 (0-2000) MQTTFlag | D100
1 z (Customizable)
| & Transparent transmission —
& Modbus RTU = Modbus TCP Cancel
|
@ Modbus TCP Server
'@ OPC UA
B Cloud
3——@ MQTT Client One
& MQTT Client Two
@ Ali 10T Cloud
—& HUAWEI 0T Cloud
|
L@ AWSINT Claud
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(1) Click CP1L-EL, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box
(2) Variable Name: Set the name of datapoint, for example, D100
(3) Variable Unit: set any unit according to actual requirement
(4) Address Type: select address type according to PLC register. Here D100 address type is D
(5) Starting Address: Register address of datapoint. Here D100 address is 100
(6) Data Type: select data type according to PLC register type
(7) Adding Qity: If addresses are consecutive, the same register will collect multiple addresses.
(8) Read-Write Type: select from Read only and Read & Write.
(9) Ratio: set the ratio to be multiplied or minified for uploading to cloud
(10)Modbus Mapping Address: Set address where datapoint will be saved in BL110.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
For example, set 27 as D100 mapping address
(11)MQTT Flag: It can be any identification mark and can’t be repeated. For example: D100
(12)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(12)
Note: Click Save Data. Gateway will restart automatically and CP1L-EL datapoint is added

successfully.

5.2.3.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
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clouds. Refer to 5.4 Confiquration of Uploading Data to Various Clouds

5.3 Collecting Watt-Hour Meter Data

5.3.1 Adding Watt-Hour Meter to COM Port
Currently COM ports can only collect watt-hour meter with DL/T645 protocol. COM1 isRS232. COM2,

COM3 and COM4 are RS485 ports. Below is example of collecting watt-hour meter data through
COM2 as the meter has RS485 interface.

5.3.1.1 COM Port Configuration

Below is example of collecting watt-hour meter with DL/T645-2007 protocol through COM2

0 7
[.f 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com i

QDevice Search IBNew Configuration [@limport Configuration File |giExport Configuration File 4 Read Data ¥ save Data EMonitoring [Blog BFEs @About

E--g BL110UA Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
B COM1

— CON pouble click t

0 set properties right click to add device
— COM4 1 7 ¥ Serial Port Attributes
& Lan Maode Selection| [ Collection -]
WAN Communication Protocol
W 4G Device Brand [ _ Watt-hour Meter |
M Alarms And Events
a TaskPlan Device Model
8 £ DataServices
;--—@, Transparent transmission S Pty
& Modbus RTU = Modbus TCP Bl Ston gk
| Modbus TCP Server IData Bit Parity Bt @
; @ OPCUA
B- Cloud ——
F@, MQTT Client One .ml
L@ MQTT Client Two
FQ Ali 10T Cloud

@ HUAWEI IOT Cloud
+@, AWS 10T Cloud
fr'*@ Kingpigeon MQTT

@ Kinoninean Mardhie
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1) Double click COM2 to enter COM attribute configuration box.

2) Select data collection Mode

3) Select Watt-hour Meter as Device Brand and select DL/T645 as Device Model

4) Follow Watt-hour Meter COM port parameters to set the same baud rate, stop bit, data bit and
parity bit

(5) Click OK to confirm it.

Note: Click Save Data. COM2 port configuration will be effective after gateway restart automatically.

(
(
(
(
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5.3.1.2 Add Watt-hour Meter to COM Port

£ 4G Industrial Gateway ConfigUrationTaol V1.0.5 wwuw bliiot.com - X

QDevice Search [ New Configuration [mlimport Configuration File uExpDn Configuration File iRead Data iSave Data E Monitoring Log ngi’é%’ @ ~bout

=-E3 BL110UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

&= CoM1

~[@ ammeter (DT}
—& COM3
& COM4
B LAN #}  Device Information
& wan Device Name (MAX30)
R 4G
,‘ Alarms And Events

B Taskplan Postal Address

B8 DataServices

Device Properties

@& Transparent transmission

& Modbus RTU = Modbus TCP

& Modbus TCP Server
& OPC UA
8- Cloud

~@ MQTT Client One
=@ MQTT Client Two
—& Ali 10T Cloud

~@ HUAWEI IOT Cloud
~&, AWS IOT Cloud

L-@ Kinaninenn MOTT I
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(1) Click COM2, right click it and click Add to enter device configuration box

(2) Set Device Name at random like ammeter

(3) Communication Address: put watt-hour meter communication address

(4) Click OK to confirm adding watt-hour meter.

Note: After confirming configuration, ammeter icon will appear below COM2. To add more devices,
follow the same steps (1)-(4)

Note: Click Save Data. Gateway will restart automatically and adding watt-hour meter is effective
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5.3.1.3 Add COM Port Watt-hour Meter Datapoint

|‘"/|‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
QDevice search [ New Configuration [@limport Configuration File H:_;se_w_ Configuration File ii‘.sad Data i‘;ave Data g Monitoring Log ﬂjlé% @ About
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=
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i 1 po tive en 0 float32 23 400024 REGO04 Read-Only 1
£ com2 wse 0 float32 25 400026 REGOOS Read-Only 1
T
o
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|
|- COM4 [
5 Vaciable Marne.[zce vitoge Vaiabloeit |
8 &l N ; :
Foy Address Type | A phase woltage | Starting Address | 0
—@ S7-200SMART >
Sk Data type In DB Address Offset In DB
i lm 4G Data type float32 v Add Number 1
| L
M Alarms And Events Read-Write Type [  Read-Only - Ratio | L
Lo L L
I TaskPlan Modbus Maps Addresses 17 (0-2000) MQTTFlag | REGOO6
B & DataServices (Customizable)
| @, Transparent transmission { oK ( Consccl
—@ Modbus RTU = Modbus TCP
| —® Modbus TCP Server
i
| @ opcua
i
B-@ Cloud
—& MQTT Client One
~@ MQTT Client Two
& Ali 10T Cloud
@ HIIAWEL IOT Cloand
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(1) Click ammeter, move mouse cursor to the right box, right click mouse and click Add to enter
datapoint configuration window

(2) Set datapoint name, for example, Phase A Voltage

(3) Variable unit: Set any unit as required, can be blank

(4) Address Type: Select the address type of the meter. For example, Phase A Voltage

(5) Starting Address: N/A keep it blank

(6) Data Type: Select 32-bit single-precision floating data type

(7) Adding Qty: N/A keep it blank

(8) Read-write Type: Select from Read only

(9) Modbus Mapping Address: Input the address where the collected datapoint is saved in BL110. It
can be any address from 0-2000 but can’t be repeated. For example, Phase A Voltage is saved in
register address 17 of BL110

(10)MQTT Flag: can be any identification mark, but can’t be repeated. For example, set REG001 as
the MQTT flag of datapoint Phase A voltage

(11)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Save Data. Gateway will restart automatically. After restarting, watt-hour meter datapoints

are added successfully

If your required datapoint is not in the list, please contact King Pigeon after-sale service team.
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5.3.2 Add Wat-hour Meter to Ethernet Port

Collecting Watt-hour meter data with IEC101 & IEC104 protocols is under development.

5.3.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds

5.4 Configuration of Uploading Data to Various Clouds

Below is the example of connecting Mitsubishi PLC FX3U to BL110 COM1 port and connecting
Siemens PLC S7-200SMART to BL110 LAN port. BL110 WAN port is connected to router R40 LAN
port. R40 provides network for BL110. See below wiring diagram:

Mitsubishi PLC

RJ45

[
B (S

10T Gateway BL110 i RJ45

Industrial Router R40 Open Configuration Software on PC

Siemens PLC

BL110 LAN port is connected to Siemens PLC S7-200SMART Ethernet port, COM1 is connected
toMitsubishi PLC FX3U via RS232 to RS422 converting cable. BL110 collects both PLC data and
send to various clouds with network provided by R40 through WAN.

Note: Both WAN and LAN ports can collect device data. This example is collecting data through LAN
port. WAN and LAN port configurations are the same as stated in previous introduction.

Below is only the introduction to cloud connection configuration
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5.4.1 Modbus TCP Server Configuration

['-j 4G Industrial Gateway ConfigUrationTool V1.0.5 www.blilot.com
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©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Doubel click Modbus TCP Server to enter configuration box

(2) Ethernet Port: Select WAN (In this example, industrial router R40 is connected through WAN) .
Click WAN to view its IP address: 192.168.1.155

(3) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port within range
1-65535. For example, put 502

(4) Click OK to confirm the setting of Modbus TCP Server.

(5) Click Save Data. Gateway will restart automatically. After restarting, Modbus TCP Server
configuration is done successfully.

5.4.2 View Data with KingView

Gateway provides data as Modbus TCP server. Modbus TCP host computer will collect data from
BL110, like SCADA, MES host PCs. Function codes supported for collecting gateway data: 01 & 05
for boolean data; 03 & 06 for numerical data. Below example is using KingView to view BL110 device
data. WAN port IP: 192.168.1.155, Modbus TCP Server port: 502
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€¥ TouchExplorer---BL
Project [F] Configure [S] View [V] Tools [T] Help [H]

* [ B B & =T 4 © @ a | & e | m

Project || Biglcon Smalllcon Detail | Maker  Viewer Alarm History  Network User MAKE VIEW | About

£ | =@ File &= instance New Edit || Delete EH copy [[) Paste Eﬁ| Export E’; Import
i I Picture ‘ b £ _ 3 usl =1
o -] Scripts
e ecipe
T Recip
& [E] Batch
T [ Monlinear Table
T» | 2= Database
3 -[&] Structure Tag COM Device Test %
B --{j} Tag Dictionary
e -/ Alarm Group Communication Parameter: Device Test ]
B | 2 Device
[ P - Register:
= # comz 20008 I
s gt Register: X Data Type: SHORT X
= “o_ DDE = i
s
g &2 Board
~ P OPC Semer add Del ] st ] Add T, Add ALL
3 c elete top ag ] ]
4% Network Node
&% System Configuration Collection List
{3 Set TouchExplorer
S Register Na... | Data Typs | Tag Value | Time Stamp | Quality Sta...
N 00001 Bit Close 2021-8-3 12... 192
i e 00002 Bit Close 2021-8-3 12... 192
e 00003 Bit Open 2021-8-3 12... 192
@f" Hetaore conhiguranon 00004 Bit Close 2021-8-3 12... 192
aa User Configuration 00005 Bit Close 2021-8-3 12.. 192
#2A Printer Setting 00006 Bit Close 2021-8-3 12.. 192
|Z% Electronic Record Configuration 00007 Bit Close 2021-8-3 12.. 192
7| Preset Comment Bit Cpen 021.8-3 12... 192
2L 5QL Access Manager SHORT 30 2021-8)3 12.. 192
] Table Template 40002 SHORT [ 2021-8-3 12.. 192
2. Bind List 40003 SHORT o 2021-8-3 12... 192
. 40004 SHORT o 2021-8-3 12... 192
40005 SHORT o 2021-8-3 12... 192 b
;"""/ llllll B Tttt oo o >
BE EiE
fl -
5.4.3 OPC UA Configuration
i 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com E

QDevi(e search [New Configuration [Elimport Configuration File uExport Configuration File iRead Data ESa\/e Datq Monitoring [@ Log a 5= @About

2B sui1oua

B COM1 Basic Information
L
L@ FX3U
A COM2
@ COM3
~ : .
iy OPC UA esents the online status, gray represents the offline status
-4 COM4 % ®
Gateway Name| igeon Modbus Online Status Port  Device Name Online Status
Enabl
=] LAN e k LAN  57-200SMART [ ]
0 Galeamy o igeon MQTT Online Status () i e -
@, §7-200SMART Ethernet Port
AN Device Mode Client One Online Seatus @
Port 4840 ] (1-65535
Vorsi ore [_dva0_ ] ¢ ) |t Client Two Online Status @
ersion
R 46 e G )
A Alarms And Events Signal Strength T [seolllir Goud Online Stanue @
B TaskPlan 4G Module Mode| Password [ maxsay | [[VE1 10T Cloud Online Status [}
2 & DataServices IME | Security Policy OT Cloud Online Status (@)
& Transparent transmission Mobile operators| A :] [ 216811 |(_Ping ®
& Modbus RTU = Modbus TCP SIMICCID| | PrivateKey (][] | flubaiducom |("Ping [ ]
7@ Modbus TCP Server SiMm Registration Status I oK | Gancal

—d Refresh
Double click to set properties

@ MQTT Client One
@ MQTT Client Two
-@, Ali 10T Cloud
—@, HUAWEI 10T Cloud
L@ AWSIOT Clond

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Double click OPC UA to enter configuration box

(2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).

(3) Ethernet Port: Select WAN (This example is connecting router R40 through WAN)
Click WAN to view its IP address: 192.168.1.155
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(4) Port: OPC UA Port, default is 4840

(5) Anonymous: If enabled, OPC UA can be connected without ID and password

(6) User, Password: only to be set when anonymous is disabled

(7) Security Policy: Select connection encryption policy(This example is connecting without
encryption, thus select None)

(8) Certificate, PrivateKey: This example is connecting without encryption, then it's not necessary to
upload certificate and privatekey.

(9) Click OK to confirm OPC UA configuration

(10)Click Save Data. Gateway will restart automatically. After device restarting, OPC UA is

configured successfully.

5.4.4 View Data with UaExpert

BL110 provides data as OPC UA server. Below is the example of collecting BL110 data with
UaExpert(OPC UA Client). Connecting UaExpert with BL110 OPC UA server. Datapoint will be
generated automatically. Datapoint names are the same as variable names in configuration software.

D epBe -, .
onfizuration Fane
Broject o
. Discovery | Advanced ] y
~ [ Project Name Value Datatype ource Timestam erver Timestam
[ Servers Endpoint Filter: |opc. tep i
v [ Documents Y Local
1, Loca

[J Data Access View v @ Local Network

2 Microsoft Terminal Services
2 Microsoft Windows Network
# Web Client Network
~ &% Reverse Discovery
4 < Double dick to Add Reverse Discovery... »
~ % Custom Discovery
< Double dlick to Add Server.. »

Addvess Space %, opetcpi//192.168,1.155:4840
(2 Rel B edit URL 7 X
R TRt TORpTEST WIH i Svery service ruming
| ope. tep: /192, 168, 1. 155: 4840 | V]
Authent 0% J[ ceneel
(® Anomymons
Username Store
Fassword

Certificate

Leg 1) I & x

® 'lr_] Frivate Key

Timestamp Source o

cUzIpBrs 181 FY.AYY uacxpert

2021/8/3 14:17:59.499 UaExpert B chinid

2021/8/3 14:17:59.499 UaExpert 0K Camecel

2021/8/3 14:17:59.499 UaExpert o =

2021/8/3 14:17:59.499 UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)

2021/8/3 14:17:59.508 UaExpert UaExpert is ready to use.

2021/8/3 14:18:05.023 DiscoveryWid... Discovery FindServersOnNetwork on opetep://localhost:4840 failed (BadTimeout), falling back to FindServers

2021/8/3 14:18:05.535 DiscoveryWid... Discovery FindServers on opc.tep:/flocalhost:4840 failed (BadTimeout)

2021/8/3 14:18:06.047 Discovery\Wid... Discovery GetEndpoints on ope.tep//localhost:4840 falled (BadTimeout) v
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Sending command from cloud to control device remotely.

Double click datapoint value, input value and press enter to confirm it.

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject® - o x
File View Server Document Settings Help
3 — ~
DPBPBR #=0 XK &8 RO
Froject B X Data hccess View [x]
v [3 Project # Server Node Id ey Aalu Datatype  ource Timestam erver Ti
v [ Servers 1 ngPigeon Q... d . [FX3U.D0 30 Int16 14:22:28.109 14
7 i e 2 naPigeon Q d FX3U.D1 o t16 14:22:28.110
1, kingPigeon OPC UA Server Application 3 kinaPigeon O d FX3UD2 0 t16 142228111
~ [ Documents 4 naPigeon O FX3U.D3 0 t16 14:22:28.112
B Data A vi 3 ngPigeon O d FX3U.D4 o t16 14:22:28.113
bl iy 6 ngPigeon O d FX3U.D5 0 t16 14:22:28.114
7 naPigeon O d FX3U.D6 o Int16 14:22:28.115
a ngPigeon O d FX3U.D7 [ Int1 14:22:28.116
9 naPigeon O d FX3U.YD false Boolean 14:22:28.117
10 kinaPigeon Q. d FX3U.Y1 false Boolean 14:22:28.118
11 kingPigeon O d FX3U.Y2 true Boolean 14:22:28.120
12 kinaPiaeon O, FX3U.Y3 false Boolean 14:22:28.121
13 kingPigeon O d FX3U.v4 false Boolean 14:22:28.123
14 kingPigeon O FX3U.Y5 false Boolean 14:22:28.124
15 kinaPiaeon O. d FX3U.Y6 false Boolean 14:22:28.125
16 kingPigeon Q d FX3U.¥7 ?’llje Boolean 14:22:28.126
17 kingPigeon O. d S7-200SMART.Q0.0 alse Boolean
b= e 8 X 18 kinariason O d S7-200SMARTQ0.1 | [false Boolean
€ [ Hichlizht - [19 kinaPigeon O d 57-200SMART.Q0.2 |  |false Eoolean
20 kinaPiaeon O, d S7-200SMART.Q0.3 false Boolean
I3 Root 21 kingPigeon O d 57-200SMART.Q0.4 false Boolean
v B3 Object 22 kingPigeon O d S7-200SMART.Q0.5 false Boolean : 1.
el 23 kinaPigeon O, d 57-200SMART.Q0.6 false Boolean 14:22:41.234
&% Server 24 kingPigeon Q d 57-2005MART.QO0.7 false Boolean 14:22:41.234
= 25 kingPigeon O, d S7-200SMARTVWO Int16 14:22:31.231
i gateway 26 kingPigeon Q, d S7-200SMART.VW2 Int16 14:22:31.232
& com1 XU 27 kinaPiaeon O, d 57-200SMARTVWA | |0 t16 233
. 28 kingPigeon O, d S7-200SMARTVWE o Int16 4:2, 234
% lan.S7-200SMAHT 29 kingPigeon Q... d . |57-200SMARTVWWE o Int16 14:22:31.235
(ko
2 Views
< >
Log J X
8B
Timestamp Source Server Message “
CUeIffs 18iCLIIUSS UA Flugin KINGFIGEON Ui, ITEM N3 1[UUIG](U 1 U 1UUUS-UUUU-DO4U-ICUU-UUUUIDU f 34UD0]] SUCCEEAET : REVISEaSampINgINIErval=£ou, ReviseayuUeuesIz.
2021/8/3 14:22:30,994 DA Plugin kingPigeon Q.. Item [NS1|Guid|{01010005-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz..,
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q... Item [N$1|Guid|{01010006-0000-b640-5c00-0000607240b6}] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30,994 DA Plugin kingPigeon Item [NS1|Guid[{01010007-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz.
2021/8/3 14:22:30.994 DA Plugin kingPigeon C... Item [N51|Guid|{010c0000-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q... ltem [NS1|Guid|{010c0002-0000-b640-5c00-0000607a40b6}] succeeded : RevisedSamplinglnterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon C... Item [N51|Guid|{010c0004-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q... ltem [N51|Guid|{010c0006-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplinglnterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Pluain kingPigeon Q... Item [NS1|Guid|{010c0008-0000-b640-5c00-0000607a40b6}] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz... v

Bl Unified Automation UaExpert - The OPC Unified Architacture Clisnt - NewProjsct* T
file View Server Document Settings Help
S . _ - P
DeBPEBER =2 XK A B RO
Project B X  Data Accezz View [x]
v [@ Project £ Server Nede Id Display Name Value Datatype
~ [A Servers 1
(B - 2 a ; ;
& kingPigeon OPC UA Server Application 3 LinaPia 100000003 0000 bo40 300 0000607ad0be!  EXUDS
v [ Documents 4 kinablae.c NS1IGuid|{00090003-0000-b4 -0000607240b6¢  FX3U.D3
it s 5 kinaPige.. N51|Guid D000 B4 2o00-0000c07 24000 XU De
3 Data Access View 2 Fnapiac Nellaud 000800050000 bedo-2c00-000000 o006 BXIU.DS
[ kinaPiae.. NSTiGuidi00090008-0000-5640-5:00-0000007 4006
8 kinaPige.. N31|Guid{00090007-0000-b64i 0000607 240b6!
S ot Nellonidl100070000-0000- bedb-2-00-0000007 24086
10 kinaPiae.. N51/Guidl{00010001-0000-b640-5c00-0000607 406!
11 kinaPige.. N51|Guid|{00010002-0000-b640-5c00-0000607 2406
12 kinaPige.. N51/Guid|i00010003-0000-b640-5c00-0000607240b!
13 kinaPiae.. N51/Guid|{00010004-0000-b640-5c00-0000607240b6
14 kinaPige.. N51/Guid|{00010005-0000-b640-5c00-0000607a40b6!
15 kinaPige.. N51/Guid|{00010006-0000-b640-5c00-0000607 240k
16 kinaPiae.. N51/Guidli00010007-0000-b640-5c00-0000607240b6!
e B x| 17 kinabiae... NS1Guid|01010000-0000-b640-5c00- D000c07a4008
18 kinaPige.. N51/Guidli01010001-0000-b640-5c00-0000607 240k
3 [He Highdient 19 kinaPige.. N51/Guid|{01010002-0000-b640-5c00-0000607240b6
20 kinaPige". NS1/Guid {01010003-0000-b640-5c00-0000607240b0
2 Root 21 kinaPige.. N51|Guid 000-b640-5c00-0000607240b6}
o 22 kinaPiae.. NS1/Guid 01010005 9000-b340-5000-0000607 34060
ks 33 kinaPige.. N51|/Guid|i01010006-0000-b640-5c00-0000607a40b6;
& Server 24 kinaPige.. N51/Guidli01010007-0000-b640-5c00-0000607240b6!
3 25 kinaPige.. N51/Guid|{010c0000-0000-b640-5c00-0000607240b6)
¥ I gateway 36 kinaPige.. N51|Guid|i010c0002-0000-b640-5c00-0000607340h6!
& com1.FX3U 27 kinaPige.. N51/Guid|i010c0004-0000-b640-5c00-0000607340b6!
28 kinaPiae.. N51/Guidli010c0006-0000-b640-5c00-0000607240b6)
& lanS7-200SMART 39 kinaPige.. N51Guidl{010c0008-0000-b640-5c00-00006074056)
12 Types
12 views
< >
Log 3 x
8B
Timestamp Source Server Message o
ZULIJOf3 14:3£:14.18D UA Flugin KiNgrIgeon L. 1TEM [N I [UUIaRU 1Y 1PUUD-UUUU-DOSU-D0UU-UUUUDU T §4UD0]] SUCCESaed | REVISEAd>amPpUNgINerval=4ou, RevIseauueuesiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [N51|Guid}{01010006-0000-b640-5c00-0000607240b6}] succeeded : RevisedSamplingInterval =250, RevisedQueuesiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... ltem [NS1|Guid[{01010007-0000-b640-5c00-0000607240b6}] succeeded : RevisedSamplinginterval=250, RevisedQueueSi
2021/8/3 14:32:14.185 DA Plugin kingPigean Q... Itsm [NS1|Guid{010c0000-0000-b640-5¢00-0000607240b6}] succssded : RevisedSamplinglntarval=250, RevissdQueusSi
2021/8/2 14:32:14.185 DA Plugin kingPigeon ... Item [NS1|Guid|{010c0002-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueueSiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Itsm [NS1|Guid|{010c0004-0000-b640-5¢00-000060740b5)] succesded : RevisedSamplinglntarval=250, RevissdQueuss
2021/8/2 14:32:14.185 DA Plugin kingPigeon O... Item [N51|Guid|{010c0006-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueues
2021/8/3 14:32:14.185 DA Plugin kingPigeon .. Item [NS1|Guidl{010c0008-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:32:33.964 DA Plugin kingPigeon O... [Write to node 'N51/Guid|{00090000-0000-b640-5c00-0000607a40b6} succeeded [ret = Good] v
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5.4.5 MQTT Client One

MQTT Client One , MQTT Client Two data format is the same as King Pigeon cloud MQTT data
format. Refer to: King Pigeon MQTT Data Format

If connecting to ThingsBoard, please select ThingsBoard JSON data format.

The difference between MQTT Client One and MQTT Client Two is that MQTT Client Two
Subscription Topic is not working. It's only used for viewing data in the cloud.

Below is the example of configuring MQTT Client One connection without certificate using King
Pigeon JSON data format.

U\ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliict.com -X
QDevice Search [New Configuration [gllmport Configuration File HExport Configuration File iRead Data iSave Data Monitering Log nﬂin% @AbOUt
: MQTT Client One

&2 BL110UA

Jg
&= CoMI E I—
i ORI T Variable Point Type  Port Device Variable Name
@ FX3U :
Server IP/ Domain Nanje [ Test.mosquitto.org
—a COM2Z
& COM3 Server Part (1-65535)
@ COM4 [
cli D BL110_test Online Status
& Lan entfo | ) =
" @ S7-200SMART User Nt | L ] ]
WAN Passward [ BL110 1
R 46 (W x:508
- M Alarms And Events Root Certificate [ l
H TaskPlan Client Certificate [ ]
= .
B == DataServices e Key[ I
@ Transparent transmissi -
 Theme Settings
@, Modbus RTU = Modbl Data Templdte
-@, Modbus TCP Server Subscribe Toic [ S ]
@, OPC UA
EMCSJ Cloud

Automatic data upload cycle 10 {1-3000s)
MQTT Data retransmission L,

@& MQTT Clie
Double click fo set properties [ oK [ Cancel ]
J e

@ Ali 10T Clo
@ HUAWEI 10T Cloud

@ AWS IOT Cland

©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd

(1) Double click MQTT Client One to enter configuration box

(2) Click Enable to activate MQTT Client One(green button), default is disabled(gray button).

(3) Server IP/Domain Name: Inpput MQTT server IP/Domain Name

(4) Port: Input MQTT server port, default is 1883

(5) Client ID: Client Identifier of MQTT connection message, used for server to identify client

(6) User Name: user name of MQTT connection, used for server to verify identification and
authorization

(7) Password: password of MQTT connecting message, used for server to verify identification and
authorization

(8) Data Template: select MQTT supported JSON template. Default is King Pigeon JSON template
(9) Subscription Topic: Topic Name of subscribing MQTT message, after subscription server can
send message to client for controlling

(10) Publishing Topic: Topic Name of MQTT publishing message. It's used for identifying which
message channel to send the valid payload
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(11) Uploading Cycle: the interval of regular data sending, default is 30s

(12)MQTT Re-transmission: Enable offline data re-transmitting once network recovers, green is
enabled, gray is disabled

(13) Select datapoints to be uploaded in the right box, default is blank with all datapoints to be

uploaded.

(14)Click OK to confirm MQTT Client One configuration
(15)Click Save Data. Gateway will restart automatically. After that MQTT Client One is enabled.

Open configuration software and the MQTT Client One button is red which means it’s online. Slave
device online status is shown on the right side.

w\ 4G Industrial Gateway ConfigUrationTool V1.0.5 wwaw.blilot.com

——l
QDeuice Search [ New Configuration [glimport Configuration File HExport Configuration File iRead Data isave Data Monitoring Ech ngié'é @Abuut
&-E8 BL110UA
& CoM1 e
H
@ FX3U
— COM2
—a& COM3
Red represents the online status, gray represents the offline status
- COM4 _
Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status (@ | —Port _Device Name  Online Staty
=} LAN L : LAN  S7-200SMART -
; Gateway Time [ 19:26:25 08/12/2021 ] Kingpigeon MQTT Online Status @ | (o, =5
& S7-200SMART —
Device Medel | BL110UA | MQTT Client One Online Status .l
wan : ;
® 46 Version [ vi03 ] MQTT Client Twe Online Status (@
M Alarms And Events Signal Strength | 19 |Normal Range(14-31)  Ali IOT Cloud Online Status @
B TaskPlan 4G Madule Model | EC25ECGAROGADGMIG | HUAWE 10T Cloud Online Status ()
B2 & DataServices IME 860425046726533 ] AWS [OT Cloud Online Status (@
& Transparent transmission Mobile operators | CHINA MOBILE 19216811 ][ Ping ®
@ Madbus RTU = Modbus TCP SIMICCID | 89860481192070268204 [ www.baidu.com |[ Ping | ®
—®& Madbus TCP Server SIM Registration Status @
—@ OPC UA
Bwt‘a) Cloud l efresh
—®& MQTT Client Two
@, Ali 10T Cloud
@ HUAWEI 10T Cloud
@ AW INT Clad L
©Copyright 2021 by Shenzhen Beilai Technology Co,Ltd
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5.4.6 View Data with MQTT.fx

B Edit Connection Profiles O x

5 Profile Name | MQTT Server

1 Profile Type  MQTT Broker bt i‘\\\ m

MQTT Serve

MQTT Broker Profile Settings

Broker Addresq | test.mosquitto.org

Broker Pory | 1883

ClientID| MQTT_FX_Client_test Generate

General BELEIEENEIEN SSL/TLS  Proxy LWT

User Name | test

Password | eeee

Note: Client ID can not be the same the Client ID in configuration software

Message received in MQTT.fx:
Subscription Topic of MQTT.fx is the Publishing Topic configured in MQTT Client One
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@ MaTTfx- 171

Extras Help
&

Publish

|:| Drsconnect

Scripts  Broker Status Log

fp1 flag™:"D2" , "val
1"D5", "valu

L
itcher~:0},{"flag™:"04","switcher™:0}, {"fl

her”:8},{"flag™:"Q7","switcher”:0},{"flag”

1, time":"1627985154", "addTime™: "2021-08-903 10:05:54"}

Payload decoded by Plain Text Decoder

[ Autoscroll T ] [
date i
Dump Messages Mute St
date
%
03-08-2021 18:05:54.65154608 Qo5 0
{"sensorDatas™:[{"flag”:"GPS","1lat":"0.0080","1lng":"0.0000"}, {"flag":"Ye", "switch
er”:0},{"flag™:"Y1", "swi i "Y2","switcher”:1},{"flag":"Y3","switch
er”:0},{"flag":"Y4", "swi
Topics Collector (0) Scan 2w er”:0},{"flag™:"Y7", "swi

ue":0}, {"flag™:"VW4", "value”:0}, {"flag™:"VW6" , "value” :0}, {"flag”: "VWS", "value":0}

Use MQTT.fx to publish:
Public Topic is the Subscription Topic Configured in MQTT Client One

@ MOTT.& - 1.7.1

Extras Help

{

"sensorDatas

{

“switcher":1,
"flagm 7

i
"down":"down

}

Disconnect

Subscribe  Scripts Broker Status Log

S Qos1 | QosZ

Retained
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@ MQTTA- 1.7 - m| X

Extras Help
ﬁ Disconnect mo

Publish  Subscribe  Scripts  Broker Status

topic down ( 0, Retained: false)
1-08-04 17:48 08 INFO MgttFX ClientModel messageArrived() with topic: date
2021-08-04 £ 88 INFO MgtiFX ClientModel messageArrived() added: message #2 to topic 'date’
1-08-04 INFO BrokerConnectorController onDisconnect
INFO MgttFX ClientModel rebuildMessagesList()
2021-08-04 & INFO ScriptsController
1-08-0& :48: 6. INFO scriptsController
2021-08-04 : INFO iptsController
1-08-64 : 6 INFO scri
INFO SCripts Clear console.
INFO scriptsController Can cript excution.
INFO rokerConnectorController onConnect
INFO ScriptsController Clear console.
INFO MgttFX ClientModel MgttClient with ID MQTT_FX_Client_test assigned.
INFO MgttFX ClientModel session present: false
INFO SubscribeController onsubscribe
17:50 3 INFO MgttFX ClientModel rebuildMessagesList()
17:50:0 8 INFO MgtiFX ClientModel attempt to addRecentSubscript
20621-08-04& 17:56:80 3 INFO MqttFX ClientModel addRecentSubscriptionTopic : de.jensd.mgttfx.entities.Top
1-08-04& 17:50 8 INFO MgttFX ClientModel attempt to add PublishTopic
2021-98-04 17:50:0 86 INFO MgtiFX ClientModel sucessfully subscribed to topic date (QoS @)
1-08-04 17:50: INFO MgttFX ClientModel messageArrived() with topic: date
8 17:50:18,381 1INFO MgttFX ClientModel messageArrived() added: message #1 to topic 'date’
17:50:26,198 INFO PublishController publish
17:50:26,191 INFO MgttFX ClientModel attempt to add PublishTopic
17:50:26,191 INFOQ MgtiFX ClientModel sucessfully published message {

"down™ : "down™
i

topic down (QoS 0, Retained: false)

@ MQTTf- 1.7 — ] >
Extras Help
E Disconnect o o
Publish Scripts  Broker Status  Log
date i P
date date i
Dump Messages Mute Qos0
date 2
Qo5 0
date i
QoS0
date 4
QoS0
Topics Collector (0) Scan v
date
04-08-2021 17:50:18.64218381
{"sensorDatas":[{"flag":"GPS","lat™:"0.0000", " lng":"0.0000"},{"flag":"Y0" ,"switc
her”:0},{"flag™:"Y1", "switcher™:0},{"flag":"Y2","switcher=:0},{"flag™:"Y3", "swit
cher”:8},{"flag™:"Y4&" “switcher®:A} {"flag":"Y5", "switcher”:0}, {"flag”:"Y6", "swi
tcher™:0}, {"flag":"Y¥7", "switcher":0},{"flag":"DO","value":0},{"flag":"D1","value
"10},{"flag":"D2","VATOE 07,1 Tlag :"D3","value™:0},{"flag":"D&", "value~:0},{"f
lag™:"D5","value™:0},{"flag™:"D6" ,"value”:8},{"flag":"D7", "value™:8},{"flag":"0Qo
", "switcher®:1},{"flag":"01","switcher”:0}, {"flag":"02", "switcher™:
", "switcher":9},{"flag":"04", "switcher":0},{"flag":"Q5" ,"switcher":
06", switcher”:0},{"flag”:"07", switcher”:1},{"flag":"VWe~, "value":
Payload decoded by Plain Text Decoder -
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@ MaTTh - 171 = O *®
(ZIEW Extras  Help
n v *‘._‘i‘ Disconnect ol .
Publish WS Scripts  Broker Status  Log
date - Qus1  QoS2 v
date @D | dote i
Dumg Messages Mute Unzul = 50
date E
QoS0
date 3
Qos0
date 4
Qo5 0
date 5
QoS0
date 6
Qos0
Topics Collector (0) Scn | Siop o
date
2
04-08-2021 17:50:38.64238894 Qos 0
Payload decoded by Plain Text Decoder -

5.4.7 Alibaba Cloud Configuration

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

v Introduction to the unique-certificate-per-device and unique-certificate-per-product modes
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#4 4G Industrial Gateway ConfigUrationTaol ¥1.0.5 www.bliiot.com

-X
Q) Device Search [New Configuration [Ellimport Configuration File |gilexport Configuration File 4 Read Data M(\mluqu Blog Bges @avou

=52 BL110UA
-2 COM1 Basic Inf
L@ X3l
N Ali 10T Cloud
[ @) Enab|;|
Variable Point Type ~ Port Device Variable Name
SecretKey (JP X509
Lal:
ProductK

| ] L =
DeviceName [ 5110x-miyac ] ’ .

MQTT Client One Online Status @

DeviceSecret §] MQTT Client Two Online Status ()

Regional [ East China 2 (Shanghai) ¥ i ioud Online Status. &

Root Centificate HUAWEI 10T Cloud Online Status @)

e bt @

Automatic data upload cycle (10-9995) wwwbsiducom |(Ping | @

ok Cancel
Refresh
B4 Cloud efres
L@ MQTT Client One

& MQTT Client Two

|
+ ._,; HUAWT § o0 ble click i et sroperdies

L@ AW IAT Flaud

(1) Double click Ali IOT Cloud to enter configuration box
(2) Click Enable to enable(Green) Alibaba Cloud. Default is disabled (Gray )
(3) Secret Key/X.509: Click it to move the button on the right for connecting with certificate. Default is

connecting with Private Key with button on the left
4) Product Key: Input the same ProductKey as the one in Alibaba cloud
5) Device Name: Input the same device name as the one in Alibaba cloud
6) Device Secret: Input the same device secret as the one in Alibaba cloud
7) Region: Select Alibaba cloud region. Default is East China 2(Shanghai)

(

(

(

(

(8) Root Certificate: Upload root certificate if connecting with certificate is enabled

(9) Client Certificate: Upload client certificate if connecting with certificate is enabled

(10)Client Secret Key: Upload client secret key if connecting with certificate is enabled

(11) Automatic Data Upload Cycle: Cycle time of data uploading, default is 30s

(12) Datapoint Uploading Selection: select the datapoints to be uploaded on the right box. In default
the box is blank with all datapoints to be uploaded.

(13) Click OK to confirm the setting

(14)Click Save Data. Gateway will restart automatically and Alibaba cloud is enabled successfully.
Open configuration software and login the device. Alibaba cloud connection status can be viewed
from basic information. If indicator button is red, it means device is connected with Alibaba cloud.

Slave device connection status can be viewed from the right box

5.4.8 View Data in Alibaba Cloud

Add datapoint to Alibaba Cloud as below picture. Make sure datapoint mark is the same as MQTT
flag in configuration software. For example, MQTT flag of datapoint VW8 of PLC S7-200SMART is
VW8 in configuration software, then set VW8 as datapoint mark in Ali Cloud. Function name and
variable name can be different.
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r:‘j 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com

QDevice Search INew Configuration [Elimport Configuration File uExpon Configuration Fil& iRead Data iSave Data £ Monitoring

- X

@About

BLT10UA Name  Value Unit  Type Address Datatype Modbus Maps Address Modbus PLC Address [MQTT Flag
E—- Q0.0 aQ 0.0 bool 2 000009 Qo
. EORH Qo1 Q 01 bool 2 000010 a1
L@ Fxsu Q0.2 aQ 02 bool 10 000011 Qz
Q0.3 aQ 03 bool 11 000012 Q3
—a COM2 Qo4 Q 04 bool 12 000013 a4
= Q0.5 Q 0.5 bool 13 000014 Qs
com3 Q0.6 Q 06 bool 14 000015 Qs
@ COM4 Qo7 Q 07 bool 15 000016 a7
VWO VW 1] int16 8 400009 VWO
Vw2 VW 2 int16 10 400011 VW2
VW W 4 int16 12 400013 Vw4
VW6 VW 6 int16 14 400015 VW6
E3] WAN | Double click set properties and right dlick to delete the device | YW ] int16 16 400017 vwe

I8 4G

[

‘ Alarms And Events

TaskPlan
= E DataServices

‘@ Transparent transmission

@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
—@ OPC UA

E—I-{;.\’ Cloud

—@ MQTT Client One

—& MQTT Client Two
@ Ali 10T Cloud

—@ HUAWEI IOT Cloud

Right click to add variable point, double click ta display variable point attribute

Enable
ole And W
ole And W
ole And W
ole And W
sle And W
ole And W
ole And W
ole And W
ole And W
ole And W
ole And W
ole And W
ole And W

Ratio
none
none
none
none
none
none
none
none

1

1
1
1
1

L@ AW IOT Cleidd L
©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd
& Public Instance loT Platform Devices Products. Prodluct Details.
Devices ¢ Edit Draft
BLI0CER Copy
Dovics @ You are difing a craf. You need to click Publih to apply the TSL model,
Groups import. | | TSLModel | | Version iktory v
Jobs
Ertter \ Default Module
CA Certificate
Add Standard Featur
Rules Default Module
+Add Module
Maintenance Value Range: -2147483648 ~ 214748
Properties vws Int32 Edi Delete
3647
Resource Allocation
5 ~ e 22 Value Range: -2147483648 ~ 214748 e L
Link Analytics roperties 3 ot ou £t | Delete
ink Vi Value Range: 2147463648 - 214748
Gt Propertiss w4 Int32 i — Edit | Delete
3647
Documentation and Tools Value Range: 17483648 ~ 214748
Properties we 32 : Edit | Delete
3647
. Value Range: 2147483648 - 214748
Properties wwo Int32 bt Edit Delete
3647
an value:
Properties ar Boolean 0-% Edit | Delets
1-5F
Boolean value:
Properties a5 0-% Edit | Delete
o=

Back

Data received in Alibaba Cloud is as below:
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EBipesss Tikets 0P Emepriss Swppon App O W @ en (0

E (D AlibabaCloud =~ & Workvench

4 Public Instance oF Platform Devices Devices
m— « BL10x-miyao[>- |

Products

Groups

Jobs

CA Certificate 1 a il ,m;yMEl ::E[l ?

Rules |

Default Module

Maintenance

Resource Allocation

Link Analytics

Link Visual

Documentation and Tools

bl
7

E (-] Alibaba Cloud

€ Public Instance

Devices
Products
Devices @ a R ous
Groups
Jabs
CA Centificate

Rules

Maintenance as a6 boc

Resource Allocation

Link Analytics

Link Visual

Documentation and Tools.

E(fjAlibabaCioud € Woskhench  China (Shangha Epenses  Tickats  ICP Emerpiss  Swppot App BJ O W @ EN

€ Public Instance [ s bool Aug 12 201 9083 #
Devices s N bool = =
Products as as bool Aug 12,2021, 20:08:19.988 o6k
Devices
& Bol =
Graups
Q @ bool F &
Jobs
CA Certificate bool = &
Rules v " bool
Maintenance
bool
Resource Allacation
boel 1, 2008118
Link Anaiyties
. 4 beal Aug 12,2021 i
Link Visual
] »
Documentation and Tools b 2 08:19.988
bool aug 12 2021
bacl " 1 19.08: |
o oo .

Sending command from Alibaba Cloud
Note: Currently Alibaba shadow function is not supported. Need to send command from online
debugging
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= (=) AlibabaCloud  © Workbench  China (Shanghai) v

IoT Platform / Maintenance / Cniine

4 Public Instance

Online Debug

Devices
Products Selecidence:  BLINES v sUiemiso v
Pevices @ Oniine debugging only suppors debugging real equipment please use
equipment debugging
Groups
Jobs.
CA Certificate Modue:  Default Moduie v
e s
Maintenance 2 ®0 v
Real-time Manitoring )
Fa v

Dashboard

Device Simulation

VW2(VW2)
Device Log

OTA Update VWA

Remote Config

VWB(VWE)

Alert Center
- wE EEE =
= [T
4 Public Instance ioT Platform /  Maintenance & Debug
+
Devices Online Debug
Products Selectdevice:  BLIO-ZH8 b BLIOx-miya0 v
Dt © Oniine debugging only supports debugging resl equipment,plesse use
Groups
Jobs
CA Certificate Module:  Default Module v
Rules _—
Maintenance #0 v
Real-time Monitoring
Fa w
Dashboard
Online Debug
2
Device Simulation
VW2VW2)
Device Log o
OTA Update WA
3
Remaote Config
VIVGVWG)
Alert Center

Debugg

%
o

HEEES

Aug 132021,
Dl 095447370

Setexpect

X Real-time Logs @ Online
Device simulator

Aug 13, 2021, 09553521

Debugging v

BETRE
Aug13, 2021, 0955488

Aug 13,2021, 09:55:35.21

B4 RO

Expanses

Support  App

Content

[Statusfalse’ “Instanceid rpubh( Araiis
w“ e

UCTim: 214 310!
g\ *5082 - pm;errmmfounn\ \aty"
77l Productkey’s BizCode" Thinghtodel’ “De

“Traceld"02301222162861965736280:
viceName'"BL10x-miyzo", Messageld]

Status* true* instanceidot-public: Params"s~ Time":"2021-08-13 03:54:47370""Operation:/sys/atoveEkKXn/
BL10x-miyao/thingevent/propety/post’ Code""200" Reason™"“UicTime 202103 AT.37040800° ot
“ResultData": “Traceid™"

5707¢1C","Productey”"al
142509924043 3330648)

v E
OVeEROOW, BizCode"ThingModelessage’ “DeviceName*BL10x-miyac’, Messageld

Expenses Tickets ICP  Enterprise  Support App EJ

f v 0w

wtotefesh @0 C &

["Status""true”"
BLIOK-miyae/thing/senice/property.

instanceld”."iot-public” *Params" 2021-08-13 09:55:35,021" "Operation™"/sys/aT oVEEKKXWy/
t_reph”."Code "200 REiECr" “UtcTime™"2021-06-13709:35:35.021+0800%,1
30322 1c*, Productke

ame~ L {0 miyae Message 1425958 402826621

ResultData"*" “Tra

o
yrvratovekionwy: BizCode™ ThingModelessage”, Dev
4

PAOLTEVONYE Vo
ls\pa'se alled‘ mmm zo

0\
-08-13T09.55.48.017+0800","
Tat\'S082 - property

ViceName"-BL10e-miyac” ‘Messageld

rStatus®true* “nstanceldot-public*Params'
8LI0K-miyacything/event/property/post’ “Code"s 200
wiahwrEchuAATLedSknD0000D", ResutData"

oVeEKHW " ‘BizCode’: ThingModelMessage”, DeviceName*

Reason™” Ut 021-06 F3T0055.48 oum"'mn
“Taceld 0230322612881 97480008 T8ATC

Bri
L10x-miyao’,"Messageld": 4759;949477\3579211]

ral

21-08+13 03:55:35,021""Operation’s /sys/aT oVeEkKXWy
UtcTime"s'2021-08-13T09:35:35.021+0800° 1
d7cic’ ProductKe
142599844026266214 ‘

("Status*true” “instanceldiot-public®*Params"
thing/senvice/property/set reply cm

sutD: 702303226 1628819735008
YR oVeEKkKW BitCode" TringModelbtessage” TivieName~5L10x-miysc” essageld
L)

21-0813 095535021 “Operation™ Chack Ced
2140800, Totid": "URes

Lsr:us - Instanceld”iot-public” “Params™; null Time'
00" "Reason™'success” UtcTime"-'2021-08-
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5.4.9 HUAWEI Cloud Configuration

54 4G Industrial Gateway ConfigUrationToo! V1.0.5 www.bliiot.com - X
QDevi:E Search [ New Configuration [@lflmport Configuration File HExpod Configuration File iRead Data iSave Data & Monitoring Log ﬂ == @About
W FX3U
- COM2 ;
Basic
= COM3 {
4 COM4 e HUAWEI IOT Cloud
i Lan @0 enatk
L@ $7-200SMART |[© Address Varisble Point Type  Port Dwice Varkable ame: 1 [ awae
WAN Server [P/ Domain Name [ ~-iot-mgres. cn-norta-] Variable Point__| COMT | FX30 I T T
Varisble Point | com1 | FX3U | v1 osMART ]
B 4G ServerPort [ 1883 | (1-65535)
R srver e Varizble Point | com1 | FX3U | v2 28 L]
— M Alarms And Events |- Varizble Point | com1 | FX3U | v3
a TaskPlan |Secre| Key CID x.soﬂ Varisble Point | COM1 | FX3U | v4
&-& Dataservices Device 1D | — _BL101-) Varisble Point | COMT | FX3U | V5
: Varisble Point | coM1 FX3U v6
10} Transparent tra Device Secret Key [ - - ] ‘ ‘ |
Varisble Point | COMT | FX3U | v7
® Modbus RTU | georcemificme [ ] - | [ vaisbleroim Jcom1| pou | o
-@, Modbus TCP Se| Clirt Cortificate [:] ) Varisble Point | COM1 | FX3U | D1
Variable Point | cOM1 Fx3U D2
Pl SHentSecret by : Varisble Paint } com1 } Fxau I Dz
ariable Poin ]
B ¢ Cloud T
© semviceln || Pou | o] Addl Varisble Point | com1 | FX3u | D4
-@, MQTT Client O :
= Autamatic data upload cycle (50| (10-0995) aciable Paint | COM| EX3L) | D
~@ MQTT Client T

L MQTT Data retransmission -
@ Ali 10T Cloud » o )

@, AWS |OT Clo| Double click to set properties
—@& Kingpigeon MQTT
@, Kingpigeon Madbus

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

£ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
QDevi[e Search [BNew Configuration [Eliimport Configuration File uExpDrt Configuration File 4* Read Data ESave Datal B ponitoring BlLog nﬂl @ About
—% FX3U —
- COM2 -
Basic
- COM3 | [
=~
- COM4 s HUAWEI 10T Cloud
&+ LAN [ @
) .
L@ S$7-200SMART |[C G Variable Point Type | Port Device [PRETCT—
LB waN Server IPf Domain Name [ i ".)Dif:(ucia.cnfn:rchf-] Variable Point | LAN | S7-200SMART | ana e e | ORline Siasis
Varisble Point | LAN | $7-200SMART | Qo oSMART -
R 4G ServerPort | 1833 | (1-65535)
A e Varigble Point | LAN | S7-200SMART | Qo.2 Ky L]
— M Alarms And Events |- varigble Point | LAN | S7-200SMART | Qo3
B TaskPlan Secret Kev () x.509 Variable Point | LAN | $7-200SMART | Qo4
8- DataServices Deviee D 7017703t s BLL01T Variable Point__ | LAN | §7-200SMART | Q0.5
. Variable Paint LAN | S7-200SMART Qo6
& Transparent tra Device Secret Key [ L g ] | | |
Varisble Paint | LAN | $7-200SMART | Qo7
® Modbus RTU = Root Certificate :] Varisble Point | LAN | $7-200SMART _| vwo
@, Modbus TCP Se Cliont Contificata [: N varigble Point | LAN | S7-200SMART | Vw2
& OPC UA Variable Point | LAN | S7-200SMART | Vw4
o Variable Point | LAN | $7-200SMART | VW6
&4 Cloud " v 1
Service D [ 57.200sMaRT | add hePeint—] | c !
-@ MQTT Client O i =
Automatic data upload
@, MQTT Client Ty
. MQTT Data retransmission -
~@ Ali 10T Cloud [ oc | conee

-@ AWS 10T Cloud
—~®&, Kingpigeon MQTT
@), Kingpigeon Modbus

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Double click HUAWEI IOT Cloud to enter configuration box

(2) Click Enable to enable(green) HUAWEI Cloud. Default is disabled(gray)

(3) Server IP/Domain Name: input HUAWEI Cloud connecting address(Login to HUAWEI Cloud,
enter console, click overview to get server IP address)

(4) Server Port: Default is 1883 for connecting with secret key. If connecting with certificate is
selected, server port is 8883

(5) Secret Key/X.509: click it to move the button on the right to set connecting with certificate. In
default the button is on the left with setting of connecting with secret key.

(6) Device ID: set the same device ID as the one in HUAWEI Cloud

(7) Device Secret Key: Set the same device secret key as the one in HUAWEI Cloud
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8) Root Certificate: Upload root certificate if connecting with certificate is selected
9) Client Certificate: Upload client certificate if connecting with certificate is selected
10) Client Secret Key: Upload client secret key if connecting with certificate is selected.

_~ o~ o~ o~

11) Service ID: Input the same service ID as the one in HUAWEI Cloud. Mutiple service IDs can be
set. This example is service IDs FX3U and S7_200SMART
(12) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s
(13)MQTT Data Retransmission: Click it to enable(green) MQTT offline data retransmission once
network resumes. Gray indicates disabled
(14) Datapoint Uploading Selection: Right click the box to select datapoints for uploading. In default
the right box is blank with all datapoints to be uploaded. For example, select Service ID FX3U
datapoints to upload. Right click the box to enter datapoint box, select FX3U datapoint YO and
hold the mouse to drag it to uploading points. Click OK to confirm and the datapoint will appear in
the box. Select service ID S7_200SMART, right click the box to enter datapoint box, select
datapoint and click OK to confirm it.
(15) Click OK to confirm HUAWEI Cloud configuration
(16) Click Save Data. Gateway will restart automatically and HUAWEI Cloud is enabled successfully.

Open gateway configuration software and login device. HUAWEI Cloud connection status can be

viewed from basic information. Red indicates device is connected with HUAWEI Cloud. On the

right side, slave device connection status can be viewed

[E 4G Industrial Gateway ConfigUrationTool V1.0.5 www.blilot.com

QDF\.'\.’L‘ search [INew Configuration [Elimport Configuration File ufxpwn Configuration File iRc.\rl Data iﬂavc Data & Monitoring [@Log nnﬁ? @ ~bout

e

T & FX3U
i
~-a COM2
f Basic
- COM3
- coMa
:
28 AN
| ~@ S7-200SMART Red represents the online status, gray represents the offline status
i
—E& waN Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status @) | _Port__Device Name _ Online Staty
i e 5 S7-200SMART ]
L w 4G Gateway Time Kingpigeon MQTT Online Status . i -
M Alarms And Events Device Model [ BL110UA | MQTT Client One Online Status @
i
B8 TaskPlan versont [ reraasil MQTT Client Two Online Status ()
: fersion 03]
L - .
~== DataServices r 5 :
8= Signal Strength [ 19 |Normal Range(14-31)  Ali IOT Cloud Online Status )

& Transparent transmission
& Modbus RTU = Modbus TCP

4G Module Model |

|HUAWEI 10T Cloud Online Status i‘

EC2SECGARDGAOSMIG |

L@ Modbus TCP S IME! [ 860425046726533 ] AWS 10T Cloud Online Status ()
-8 odbus erver 2 -
Mobile operators [ CHINA MOBILE ] 19216811 |(_Ping ) [}
| L@ orcua = ; =y
& S cloud SIM IcCID [ 89860481192070268294 | | wwwhaiducom |(Ping ] @

—@ MQTT Client One

@ AWS 10T Cloud
@& Kingpigeon MQTT
i

SIM Registration Status @@

[ Refresh
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5.4.10 View Data in HUAWEI Cloud

" HUAWEI CLOUD

laaE Seada

Property Name is the MQTT Mark in configuration software

" HUAWEI cLOUD

= foT Platform

arce Space. BLXXX
~ Default " MaTT
@ json 2021/01/22 111218 GMT+0800
Overvie
m Jinge
| produets
- Desvice:
[&] Model Definition Online Debugging Tepic Management
iy e e
o
- 1 et Add S Import from Library Import from Local Import from Excel |
- - Service List ®@c Edit Property
% | Resaumce spaces |:|
Add property

e
Ll | e

g o i
i ]
0T Device Provisioning. T T
2 \
Read 4 e 4
v I ] g
ve I e
5 I
v6 \
v ]
00 i
10 v | Total Records: 16 12
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1oT Platform
Model Definition Online Debugging Topic Management
i sttion e
& Import from Library Impart from Local Import from Excel
m ’
i Service List ®C
| Product ST_200SMART  escription Modify Servic
Device - %
& Edit Property
Rules = :
B III o Operation
o Qo Copy  Edit | Delet
e O0BM « -
1 Q Copy  Edit | Delet
& Resource Spaces.
# @ Copy Edit | Delet
=)
-~ aTDA i Ices.
DA Instanices @ Copy Gt | Do
Documentation 34 Q it | Delet
AP! Explorer ¢ @ A wite 4 €dit | Delet
0T Device & Q6 Copy &b
a7 Copy Edit | Delet
vwo ey 0 Copy  Edit | Delet
w2 Copy | Edit | Delet
0 - Total Records; 13 1
Add Command
Command Name Command Parameters. Response Parameters Operation
57_2005MART Q0.Q7.VWo VW8 Copy Edt Delete
w - Total Records: 1 1
o z ; s
i 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevi[e Search [ New Configuration

Log ngu;% @About

Import Configuration File

Export Configuration File iRead Data iSave Data Monitoring

& @ BLTTUUA r

& | Name wvalue Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address |MQTT Flag| Enable  Ratio
& COM1 Q00 a 00 beal 8 000009 Q0 |oleAndW none
L Bt | o1 Q 01 bool 9 000010 Q1 |oleAndW none
= Q02 a 02 bool 10 000011 Q2 |oleAndW none
- COM2 | cos a 03 bool 1 000012 Q3 [oleAndW none
| o4 a 04 bool 12 000013 Q4 [sleAndW none
- COM3 | aos a 05 bool 13 000014 Qs sle And W none
s SR Q06 a 06 bool 14 000015 Q6 [sleAndW  none
| Q0.7 Q 0.7 bool 15 000016 Q7 sle And W none

| VWO vw o int16 8 400009 VYWo ole And W 1

i e | Vw2 vw 2 int16 10 400011 vwz sle And W 1

bt v Vw4 vw 4 int16 12 400013 w4 ole And W 1

— & wWAN Double click set properties and right dlick to delete the device [ 5 it 14 400015 Yoo jplefndw, 1

- 8 int16 16 400017 vwa ole And W 1

‘R a6
‘ Alarms And Events
E TaskPlan
8 & DataServices
@, Transparent transmission
&, Modbus RTU = Modbus TCP
@, Modbus TCP Server
@ OPC UA
B~ Cloud
—& MQTT Client One
@ MQTT Client Two
@, Ali 10T Cloud
—@, HUAWEI 10T Cloud
@, AWS |OT Cloud

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

Data received in HUAWEI Cloud:

BL1Ox £ I:" BL1O01

—_— Latest Data Reported H O | viewsllpoperies || C
Yo Y1 Y2 Y3 Y4
4 0 0 1 0 1

Click View All Properties or Device Shadow to check all data as below:
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HUAWEI CLOUD

IoT Platform FX3U Yo Read-only, Writa o
¥1 Read-only, Writa o
Default
& 2 Read-only.Writa. 1
Fi\ ¥3 Read-only.Writa o
Y4 Read-only,Writa.. 1
Device -
(=] v5 Read-only,Writa o
| All Device:
= Y6 Read-only,Writa o
Groups
laids! = Y7 Read-only.Writa... 1
Software/Firmware
- Upgrades
. Do Read-only,Writa 20
o1 Read-only,Writa. o
® Rulss - D2 Read-only,Writa 4]
st D3 Read-only,Writa o
O&M = . D4 Read-only,Writa 4]
Resourps-Saces D5 Read-only,Writa 0
10TDA Instances =
D6 Read-only.Writa o
Documentation 5
D7 Read-only,Writa 10
API Explorer p
S7_200SMART Qo Read-only,Writa 1

D4 Read-only,Writa... O
— loT Platform
D5 Read-only,Writa.. 0
Default D& Read-only,Writa.. 0
Overvite D7 Read-only,Writa.. 10
W
Products S7_200SMART Qo Read-only,Writa..| 1
=)
Devices - [el] Read-only,Writa..| 0
| All Devices Qz2 Read-only,Writa... o
B
Groups Qz Read-only,Writa..| ©
=
= Software/Firmware
e N Q4 Read-only, Writa... o
Upgrades
fos “
Bresiue i Qs Read-only,Writa..| 0
k== Certificates
Q6 Read-only,Writa...| 0O
B Rules -
Q7 Read-only,Writa..| 1
Storage Management
VWO Read-only,Writa...| 20
O&M = -
vwz Read-only,Writa..| 0O
Resource Spaces
vwa Read-only,Writa...| 0O
IoTDA Instances
VW6 Read-only,Writa..| 0
Documentation »
At dorer . VWS Read-only,Writa...| 8

Send command from HUAWEI Cloud
Add command to be sent

rom Lbrary mport froem Locat

Service List olfe:

Fxau Fxau [ .

Accass Mode

Oparation

Readable Writable :

Readabie Weitable

Readabls writabi
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HUAWEI CLOUD

Service List @ C

A Praperty
Property Name Oata Type Aecess Mode
Q0 integer Readablewrita
3 Integer Readabie Writable
@ integer Readablewritabie

ReadableWritable

Responss Parameiers

Description

Operation

Operation

Q0.Q7 V™

Below is example of sending data to FX3U DO.

In device shadow we can see DO data is 30

 sycheonious comerand dedvary, and NB-KT deices 3pport RyPChunous command delvery.

= loT Platform Al Devce
@ Overview Device Shadow Message Trace Maintenance Child Devicas Tags
Detautt
- e O 11 the product that the device belongs 1 has commy 5
m =~ | Deliver Command
Products
@ Synchronous Command Delivery
Bevicas .
8 e Guery 5 not avatable for synchr
a8 y
Al Devices
- Groups
Asynchronous Command Delivery
- Softwars/Fimare
' Upgraces Queted Commands  Historical Commands
. Device &
@ certficates
D e . stanis T Command Name e
. Pltform
age Managerent
oem « - -
Resource Spaces

10TOA Instances, No data avallable
Documentation P

APt Explorer #

loT Device Provisioning

Check whether DO data is changed or not in device shadow

HUAWEI CLOUD

Delvered

Deliver Command

Advarced search ~ || ©

= \oT Platform power Read-only 1217
(=) Yo Read-only.Writable o
Default
v Read-only.Writable o
AN Y2 Read-only,Writable 1
vz Read-only.writable o
=] va Read-onlywritable 1
= vs Read-only,Writable o
Ve Read-only.Writable o
vz Read-only,writable 1
& oo Read-only.writable 10
& * o1 Read-only.Writable o
o2 Read-only.Writable 0
M D3 Read-onlyWritable 0
D4 Read-only,writable o
os Read-only.Writable o
- oS Read-only.Writable o
. o7 Read-onlyWritable 10
i S7_200SMART o Read-only.Writable 1
Q1 Read-only.writable o
Q2 Read-only.Writable o
a3 Read-onlyWritable o
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5.4.11 AWS Cloud Configuration

AWS supports publishing multiple topics. Configuration is the same as that of configuring multiple
service ID of HUAWEI Cloud. Below example is configuring single topic with all datapoints to be

published.
(I;‘ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.blilot.com
\ Q) pevice Search I New Configuration [@lmport Configuration Fil: |glExport Configuration File 4 Read Datal ¥ save Data
& = comi
| L@meu Basic
L com2
i AWS 0T Cloud

Connection Address Variable Point Type  Port Device Variable Name

Server IP/ Domain Name SRt

Kingpigeon MQTT Online Status

t3.ioT.us-wesT-Z.
ServerPort | 2833 | (1-65535)
MQTT Client One Online Status

MQTT Client Two Online Status

Itern Name

Client 1D

HUAWEI 10T Cloud Online Status.
Root Certificate |

Client Certificate r -
[ioziee11 )(Ping

®
®
e
@
Ali 10T Cloud Online Status @
[ ]
L
®
®

Client SecretKey [ © - - em . ke
Publish Topic [ Add]) Delete
Automatic data upload cycle (10-9995)

[ wwwebsidu.com |(Ping

i oK Cancel i)

L@ ali 10T Cloud I
{-@ HUAWEI IOT Cloud

-® Kingpigeon| Double click ta set properties
€Copyright 2021 by Shenzhen Beilai Technology Co. Ltd

(1) Double click AWS to enter configuration box
(2) Click Enable to enable(green) AWS, default is disabled(gray)
(3) Server IP/Domain Name: Input endpoint of connecting to AWS

(Login to AWS, enter console, click Things and click Interact to view it)
Server Port: 8883
Iltem Name: Input thing ARN(Click Details of Thing to view ARN in AWS)
Client ID: Input AWS Account ID (view from user information in AWS)
Root Certificate: Select root certificate and upload it

o o b
~— ~—~

Client Certificate: Select client certificate and upload it

9) Client Secret Key: Select client secret key and upload it.

10) Publish Topic: Input the topic of rule created in AWS. It's the topic of MQTT message publishing.
Click Add to set more publishing topics. Click Delete to delete selected topic. For example, login
to AWS, click Act and click Rules to view the topic. It's iot/topic, thus input iot/topic

AN AN AN AN AN SN~
o ~
~ ~

Rule query statement

The source of thhe messages yvou want to process with this rule.

SELECT =% FROM T H o

(11) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s.

(12) Datapoint Uploading Selection: Select datapoint to upload in the right box. Default is blank box
with all datapoints to be uploaded

(13) Click OK to confirm AWS configuration

(14) Click Save Data. Gateway will restart and AWS is enabled successfully. Open configuration
software and login the device. AWS connection status can be viewed from basic information.
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Red light indicates AWS is connected. Slave device connection status can be viewed from the
right box

5.4.12 View Data in AWS Cloud

Login to AWS, click Act, click Test and select subscription topic “iot/topic” to view messages

published by BL110 gateway

MQTT client

Publish
Specify a topic and a message to publish with a QoS of 0.

Subscribe to a topic
Publish

Spcify a topic and a message to publish with a QoS of 0

iatftopic Publish to topic

®
» Fleet Hub
» Greengrass
P Wireless connectivity iot/topic August 13, 2021, 16:34:08 (UTC+0800) Export  Hide
P Secure I
“time”: "08:34;08 08/13/2021 UIC 0.0,0°,
» Defend “lat*: “0.0000%,
“Ing". “0.0000"
> e
STl
¥ Test N 0
R
» Device Adviso
Device Ad A
QTT test client 160 0,
e
‘w07 10,
o0,
“p2%: 0,
B p
B0,
‘05 0,
‘b6 0,
D1 10,
1,
a1 0,
a2 0,
z = o,
P New console experience
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Specify a topic and a message to publish with a QoS of 0.

I fot/topic Publish to topis

5.4.13 King Pigeon Cloud via Modbus

£ 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliict.com - X
QDevlte Search [ New Configuration [Elfimport Configuration File HExpon Configuration File iRead Data Save Data Monitoring Log n_Eh:.E @About
& FX3U (
-~ COM2 i
Basic
—a COM3 {
= COM4 i Kingpigeon Modbus
i
—®@ S7-200SMART Gonnecion Address R \ts the online status, gray represents the offline status

Port  Device Name  Online Status

B wan S ———
LAN 57-200SMART [ ]
g 4G Kingpigeon MQTT Online Status
R Server Port (1-65535) ® | |com Bt L

A Alarms And Events Ve on et s e Ak et Tt et ol itk i) MQTT Client One Online Status @
B TaskPlan MQTT Client Two Online Status @)

[}’E DataServices

Modbus Station Al 10T Cloud Online Status [ )

& Transparent transmissi

e HUAWE 10T Cloud Online Status ()
& Modbus RTU = Modb
@ Modbus TCP Server Login ACK Message MAX100) AWS IOT Cloud Orline Status @)
& . s
| grorcu R | e S
&
B cloud Heartbeat ACK Message MRXT00) [ wwwhbaiducom ][ Ping ®
TR
-@, MQTT Client One Heartbeat Interval (1-9995)
-@ MQTT Client Two e
1
—& Ali 10T Cloud T )

-@, HUAWEI IOT Cloud
-@ AWS IOT Cloud
—&, Kingpigeon MQTT

T —— ©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd

1) Double click KingPigeon Modbus to enter configuration window

2) Click Enable to enable(green) King Pigeon cloud via Modbus. Default is disabled (Gray)
3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

4) Server Port: 6651 (Automatic filling in default)

5) Modbus Station: Set Gateway BL110 Modbus communication address

(
(
(
(
(
(6) Login Message: Input device serial number issued by King Pigeon.
(7) Login ACK Message: Not necessary for King Pigeon cloud connection

(8) Heartbeat Message: Q (Automatic filling in default)

(9) Heartbeat ACK Message: A(Automatic filling in default)

(10) Heartbeat Interval: Set cycle time of sending Heartbeat message. Default is 60s
(

11) Click OK to confirm the configuration.
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(12) Click Save Data. Gateway will restart and King Pigeon Cloud via Modbus is enabled successfully.
Open configuration software and login device. King Pigeon cloud via Modbus connection status
can be viewed from basic information. Red indicates device is connected King Pigeon cloud via
Modbus. Slave devices connection status can be viewed from the right box.

5.4.14 View Data in King Pigeon Cloud via Modbus

Configure datapoint in cloud like below picture. First create datapoint, then enter connection setting
and put datapoint Modbus ID, function code, address, data format, byte sequence and collecting

cycle. Modbus address in King Pigeon cloud and configuration software is deviated by 1. For
example, datapoint VWO of PLC S7-200SMART in configuration software is 8, then put 9 in cloud.
Sensor names in cloud can be different from those in configuration software

®
=
& D4 Numerical Type 4 (decimal places) -~ 10 a ~
~ os Numerical Type 4 ecimal places) ~ 18 a ~
o D6 Numerical Type 4 (decimal places) PN 18 ,:_l ~
Y o7 Numerical Type 4 (decimal places) S 18 4 ~
© an Switch type (oparable Init 18 ,1
. ar Switch type (oporabie i 0 3
- Q2 Switch type (operable unit 10 a
2 r
Qs Swileh ype (Uperabie unit 18 a
Qa Switcn type (operaple unn 1 a
as Switch type (operable Unit 18 a
o Switen type (operable ini " il
a7 Switch type (oprabie ni 0 Bt
[ ry——r—s e = m 18 ~
w2 Numerical Type 4 (dlecimal places) + 18 a ) >
vva Numerical 1ype 4 (@ecimal piaces) a~ 1 a ~
Ve Numerical Type 4 (cecimal places) “ 18 a ~
Ve Numerical Type (decimal places) A 18 a ~N

Position

22.54632,113.982914

Link Protocol  Device List

TGP Protocol
sriox Il

HTTE Brotacol
=T :
MB RTU N h_ 'e o
—
MB TCP a

MQTT Protocel

Al Sensors a0 a3

UDFP Prolocol

TGP JSON Protocol

CTCaAP Protocol

NB-IoT Pratocol

CoAP Protocol

"""""" 1 = 1 i ———a (i ——
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E 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
QDevice Search I New Configuration [Elimport Configuration File HExporT Configuration File 4 Read Data W Save Data £l Monitoring B Log = @~About
— FX3U
Name  Value Unit Type  Address Datatype Modbus Maps Addres:|Modbus PLC Address MQTT Flag Enable  Ratio
= COM2 Qoo Q 00 bool a 000009 Q0 sleAndW  none
= CoM3 Q0.1 Q 0.1 boel 9 000010 ol dle And W none
Q0.2 Q 0.2 beol 10 000011 Q2 ole And W none
— COM4 Qo3 Q 03 bool 11 000012 Q3 ole And W none
Q04 Q 04 bool 12 000013 Q4 oleAndW none
S+ LaN Q05 Q 05 bool 13 000014 Q5 GleAndW none
i ipmonicT Q05 Q 06 bool 14 000015 Q6 oleAndW  none
: s Q0.7 Q 07 bool 15 000016 a7 ole And W none
WAN [vwo w 0 int1 8 | 400009 VWO oleAndW 1
VW2 VW 2 int16 10 400011 VW2 SleAndW 1
el i
VW4 vw 4 int16 12 400013 VW4 dleAndW 1
: ‘ Alarms And Events VWG vw 6 !nﬂﬁ 14 400013 VWe ale And W 1
- wwe vw 8 int16 16 400017 VB oleAndW 1
o
B TaskPlan
HME DataServices
@, Transparent transmission
® Modbus RTU = Modbus TCP
@, Modbus TCP Server
&, OPC UA
8- Cloud

-@, MQTT Client One

-@, MQTT Client Two
—-@, Ali 10T Cloud

-@ HUAWEI 10T Cloud

& AWS 10T Cloud
@, Kingpigeon MQTT

Right click to add variable point, double dlick to display variable point attribute

-@, Kingpigeon Modbus

©Copyright 2021 by Shenzhen Beilai Technology Co. Ltd

Collected data value is as below:

BL10x-_

‘Serlal Numbe

snequpment Ao [ Unine [ (3 = =

Y1

G G
s

¥a

e

¥a

<

(1 ¥6
i3z : 10.0000 4 « e

0.0000 +

Funp W] senal Number

wilEquipment alam @ unine B

b

D2

0.0000 + « me KTCuveS HistGuel
0.0000 + + Alm

D4

0.0000 4 « R R

o

0.0000 + + m RT Curve
0.0000 + « i AT

& : » 10.0000 + « Al RTC

8
3
4
g
T
4
i 2 g [ @) . st G
8
3

&
H
§
&
3

ﬂ a3 = Aln R
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Y.
\

BL10x-TE  Senal Number = ™
e m——

a i Ipdated 2021-08-13 1 T i st Qu

a L - b [ @) AmE  RT Cuns

ﬂ, fik i 20,0000 + « AmG  ATCuveS HistQuery
i 0.0000 4+ + MmO RTCuneG HietGuery
E i 0.0000 + = AmZ  RTCurve Hist Query
1= 0.0000 + ~ o

i = 8.0000 -+ + T —

Send command from cloud

Data Dissemination = P |

10

BL10x- 8 Seral Number.

ailEqupment  Alam [ unine BT

&

o4 =
. 5

as  connecie

Qs
: OFF

?.7‘-; S I m

10.0000 + « I

<
o3

i oo .

e = 0.0000 + +

= i 0.0000 + +

: it i 0.0000 + +
o 8.0000 + +
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5.4.15 King Pigeon Cloud via MQTT

£2" 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com =%
QDevice Search I New Configuration [Wlfimport Configuration File [gilfexport Configuration File 4 Read Data | ¥ Save Data| @Monitoring Bllog BiEs @About
 FX3U r
- COM2

Basic Inft

—a COM3

Kingpigeon MQTT

MQTT Client One Online Status

MQTT Client Two Online Status

User Name [ woTT ] Ali 10T Cloud Online Status

HUAWE! 10T Cloud Online Status

AWS IOT Cloud Online Status

e ]
Suscribe Topic m———/ ] o

Publish Topic | | [ www.bsiducom |(TPingT)

Automatic data uplosd cycde |30 ] (10-9995)
MQTT Data retransmission (I

Refresh
l oK I Cancel i

|-@ HUAWEI 10T Cloud l
‘‘‘‘‘ @, AWS 10T Cloud

8 napigeon warT]

@ Kingpigeon N Gouble click to set properte

©Copyright 2021 by Shenzhen Beilai Technology Co.Ltd

(1) Double click King Pigeon MQTT to enter configuration box

(2) Click Enable to enable(green) King Pigeon cloud connection via MQTT. Default is disabled(gray)

(3) Server IP/Domain Name: mqtt.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by King Pigeon

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW (Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by King Pigeon

(9) Publish Topic: Input device serial number issued by King Pigeon.

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission once network
resumes.

(12) Datapoint Uploading Selection: Select the datapoint to upload in the right box. In default it's blank
with all datapoints to be uploaded

(13) Click OK to confirm King Pigeon Cloud via MQTT configuration

(14)Click Save Data. Gateway will restart and King Pigeon Cloud via MQTT is configured
successfully. Open configuration software and login the device. King Pigeon Cloud connection
status via MQTT can be viewed from basic information. Red indicates King Pigeon cloud via
MQTT is connected. Slave device connection status can be viewed from the right box.

5.4.16 View Data in King Pigeon Cloud via MQTT

Create datapoint in cloud first. Set datapoint mark is the same as MQTT flag in configuration software.
Below is example of some datapoint configuration. For example, MQTT flag of datapoint VWO in
configuration software is VWO, then set read-write mark VWO in King Pigeon cloud
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=
o D4 Numerical Type 4 (decimal places) E: i 18
~ ns Numerical Type 4 (decimal places) a~ 18
- os Numerical Type 4 (decimal places) PN 18
N o7 Numerical Type 4 (decimal places) PS 10
) @o Swileh ype (operable unit 18
+ o Switcn type (operabie unn 18 a
- Qz Switch type (operable unit 18 a
2 r
o Swich type (operahie i " 3
a1 Switon typs (operadie oni " Bt
as vt typo (oporabic o " Bt
as Swileh ype (operable unit 18 a
ar Switcn type (operabie unn 18 a
I N Numerical Type 4 (decimai places) EN 18 I ' ~
vz Numerical Type 4 (decimal places) a~ 18 3 ~N
i Numerical Type + (dscimat places) P " Bt ~
s Numerical Type + ocimal placcs) - " Bt ~
vwe Numerical Type 4 (decimai places) PS 18 a ~
Position 22.54622,113 982014 aQ “br:

Link Protocal -

TCP Protocal

UDP Protocol

TCP JSON Protocal

CTEaAP Pratocal

NE-aT Protocal

CoAP Protocal
Reagwite 04 Readwise 05 Resdwte 0B

wi s e

Sensar 1D

Y

4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X
QDevice Search ENE‘W Configuration \mpon Configuration File uExport Configuration File iRead Data iSave Data Monitoring = @About
~® FX3U .
Name  Value Unit Type  Address Datatype Modbus Maps Addres: Modbus PLC Address| MQTT Flagl Enable  Ratio
-4 COM2 Q0o Q 00 bool 8 000009 Q0 |oleAndW none
[ S— Q01 Q 01 bool ) 000010 Q1 |oleAndW  none
Q02 a 0.2 bool 10 000011 Q2 |oleAndW none
- COM4 a0z a 0.3 bool 1 000012 Q3 |sleAndW  none
Q04 Q 04 bool 12 000013 a4 ole And W none
B LAN Qos aQ 05 bool 13 000014 a5 |oleAndW none
- ——— Qo6 Q 06 bool 14 000015 Q6 |oleAndW  none
e Q07 Q 07 bool 15 00001 0 Sle And W none
] wan wwo vw o int16 8 400001 LIl vwo Joleandw 1
. w2 w 2 int16 10 400011 Wz |oleAndW 1
R 4G vwa w 4 int6 12 400013 w4 [sleAnd w1
| @ Alsins And Events Wi w 6 int16 14 400015 VW6 [sleAndW 1
VW8 vw 8 int16 16 400017 VW8 ole And W 1

a TaskPlan

&E DataServices

& Transparent transmission

& Modbus RTU = Modbus TCP
@ Modbus TCP Server

& OPC UA

B-¢® Cloud

@& MQTT Client One

-@ MQTT Client Two
—@, Ali 10T Cloud
@ HUAWEI IOT Cloud
& AWS 10T Cloud
@& Kingpigeon MQTT

@, Kingpigeon Modbus
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Collected data value is as below:
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BL10X-MQTT  Senal Number

b 3

3 & & £

€D

10.0000 -+ +

g

— 2 3 - 0.0000 + «

5 ) i E <l 0.0000 1 «

& a o 0.0000 + «

: 4 5 0.0000 + «

= a s 0.0000 ; «

5 . - 0.0000 + «

= a o 10.0000 -+ +

)

5 - ; €

B a a

: a az

=
BL10x-MQTT  Serial Number. (o550
3 Q3
a Q4
"l Qs
a Q6
§ & 10.0000 -+ «
J e 0.0000 + «
8 i 0.0000 + «
1 = 0.0000 + +
i = 8.0000 + +
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Send command from cloud, below is example of controlling FX3U datapoint Y6

=8

Ace you sure o operate the device Switch?

BLA0X-MQTT  Serial Number. w_u,o. T Tmmme

DB5687 DBXO.0
1D 1586724

[c==]

Y_“ Of Alm RT Ce
B 1D:4602384
< o 1
55w a Ivnrr . - o AmZ  RTG
B RTusan
1 » .
N AmZ  RTG
v B 214 fiis F AmQ  RIC
1D 1602387
o BLIOXTE
- Y4 e
on @, AmD  RTC
&5 05 SmwoTT 101602388
A5 BLIKST200WART Y5 = AmD RTG
1D:1602389
A BUIKwmaTT
¥E o @ AmD  RTG
10:160; a3
v
AlmQ R
- o e [
oo =
\D-1602342 10.0000 + « Am3  RTCu

&5 warr

& muwarr

5.4.17 King Pigeon MQTT Data Format

MQTT Client One , MQTT Client Two and King Pigeon Cloud MQTT data formats are the same. See
below:
(1) Valid Load Data Format in device Publishing messages

Publish Topic: Serial Number (Configured publish topic)

{

"sensorDatas": [
{
//Boolean value
"flag": "REG001", //Read-write identification mark
"switcher": 0 //Data Type and Value
12
{
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//Numeric Type
"flag": "REG005", //Read-Write identification mark
"value": 3 //Data Type and Value

1,

"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It’s not included in scheduled
automatically uploaded data)

}

Note:
/[Read-Wrtie Mark: character is "flag", followed by " Datapoint MQTT flag", it's the MQTT mark
set in configuration software when adding datapoint. It can be customized

54 4G Industrial Gateway ConfigUrationTool V1.0.5 www.bliiot.com - X

QDevice Search [ New Configuration [Ellimport Configuration File HExpon Configuration File iRead Data iSave Data Monitoring Log nﬂi% @About

=] BL110UA Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address | MQTT Flagl Enable  Ratio |
i Yo v 0 bool 0 000001 ¥0__||ble And W none
EH.X’ com 1 W 1 bool 1 000002 v1 ole And W none
3 vz v 2 bool 2 000003 v2  |oleAnd W none
vz v 3 bool 3 000004 v3  |oleAnd W  none
—a COM2 | 4 4 baal 4 000005 Y4 sle And W none
'~ s = \
! 2 Variable Attributes 000006 ¥s  |oleAnd W none
& COM3 — 000007 ¥6  |oleAnd W none
i COM4 000008 ¥7 ole And W none
Varisble Name [ %0 VadableUnit [ ] 400001 00 [oleAndw 1
2-& AN - e - 400002 D1 leAndW 1
| Address Type B LSS 400003 D2 |dleAndW 1
® 57-200SMART - 400004 D3 |dleAndWw 1
WAN Data type In DB | AddressOffsetinDB | o S (i
o e - 400006 D5 |dleAndW 1
‘R 46 B 400007 D& deAndw 1
400008 D7 leAnd W 1
-# Alarms And Events Read-Write Type [Readable And Writak + =
2 R e
B TaskPlan Modbus Maps Addresses o (0-2000) MQTT Flag Yo
=] E DataServices (Customizable)
--@, Transparent transmission
@, Modbus RTU = Modbus TCP
—@, Modbus TCP Server
—& oPC UA
E}--@ Cloud
—@ MQTT Client Cne
—& MQTT Client Two
@, Ali 10T Cloud
@, HUAWEI 10T Cloud
L@ aweinToland oL
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//[Data Type and Value:
. H " H " " " n n
1) Boolean data: character is "switcher", followed by "0" or "1"(0 represents open, 1

represents close)
2) Numeric Data: character is "value", followed by actual value
/[Alarm, Recover mark, character is "state", followed by "alarm" or "recovery"(alarm represents

alarm data, recovery represents alarm recovery data)
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/[Time mark: character is "time", followed by actually data uploading timestamp

/[Time mark, character is "addtime", followed by "gateway time"

/[Retransmission mark: character is "retransmit", followed by "enable"

Offline collected data will be temporarily saved in gateway device. Once network resmues, the
data will be retransmitted. Use “retransmit” mark for historical data (MQTT Data Retransmission
must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)

(King Pigeon cloud message publishing topic is “serial number/sensor ID”, thus
wildcard “/+” must be added for device Subscribing Topic so that cloud can publishing
data for controlling)

{

"sensorDatas":

[

"sensorsld": 211267, // cloud sensor ID
"switcher":1, //Data Type and Value
"flag":"REG001" //Read-Write Mark
}

1,

"down":"down" //Cloud downlink message mark

Note:

/lcloud sensor ID: character is "sensorsID", followed by ID (automatically generated by cloud.
Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

/[Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

/[Cloud Downlink Message Mark: character is "down", followed by "down", representing cloud
downlink data.
Note: Boolean data will not have double quotation mark, numeric data will have double quotation
mark.

6 Firmware Upgrading

Please contact King Pigeon if it's necessary to upgrade firmware for any new requirements.
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This gateway supports upgrading firmware via configuration software. Click About in configuration
software, click Firmware Upgrade, select update folder and click OK to confirm. Once upgrading is
completed, a prompt box will pop up. Click it to confirm. Contact King Pigeon technical support to get
update folder.
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7 Warranty Term

1) Warranty period is 1 year from the date of purchase. If any quality issues within warranty period, it
will be repaired for free.

2) Device fault caused by wrong operation is beyond warranty.

8 Technical Support

King Pigeon Communication Co., Ltd.
Telephone: 0086-755-29451836
Website: www.iot-solution.com
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